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1. Matters needing Attention

1.1 Notice

This manual describes certain characteristics and functionalities of the product and its accessories, which are
subject to the design and performance of the local network, as well as the software you have installed. Some
characteristics and functionalities may not be available due to lack of support from the local ISP or network
service provider, settings of the local network, or limitations of the installed software. Therefore, the descriptions
in this manual may not fully correspond to the product or its accessories that you have purchased.

The company reserves the right to modify any information in this manual at any time without prior notice and

takes no responsibility for the ensuing consequences.

1.2 Disclaimer of Warranty

The contents of this manual are provided "AS IS". Unless required by applicable law, the company makes no
express or implied warranties of any kind regarding the contents herein, including but not limited to warranties of
merchantability or fitness for a particular purpose.

To the maximum extent permitted by applicable law, the company shall in no event be liable for any special,
incidental, indirect, consequential damages, or any loss of profits, data, goodwill, or anticipated savings arising

from the use of this manual.

1.3 Install

B Please use the power adapter provided with this product. Using other power adapters may damage the
device or cause it to malfunction.

B Be mindful of the electrical load capacity of your power outlet and power cord. Overloaded outlets or
damaged cables and plugs can lead to electric shock or fire. Regularly inspect the related electrical

cords; if there is any external damage, replace them immediately.



Do not attempt to disassemble the device. Prevent children from using the device unsupervised to avoid
swallowing small components.

Do not place this product near heat sources or in high-temperature environments. Avoid direct exposure
to sunlight.

Do not place this product in excessively humid areas or near water sources. Never allow any liquids to
spill onto the product.

We recommend that you use the installation CD for setup and configuration operations.

1.4 Use

After disconnecting the power, you must wait at least 15 seconds before reconnecting it.
Ensure that the ventilation holes remain unobstructed; do not block the device's vents with any objects.
Keep the device well-ventilated and ensure the power plug is clean and dry. If any abnormal conditions

occur (such as smoking, unusual sounds, or strange odors), immediately disconnect the power plug.

1.5 Service

To maintain your warranty rights, do not attempt to open or repair this product yourself. If you encounter any

issues with this product, especially the following situations, please contact your service provider promptly.

The power cord or power plug is damaged.

Any liquid has dripped into the casing of the product.

The product has been submerged in rainwater or other liquids.

The product fails to operate correctly even when used according to the operating instructions.
The casing is damaged due to drops or heavy impacts.

Abnormal operation indicators appear on the product.



2. Product Introduction

Dear Customer,

The FTTR terminal device is a comprehensive optical network main router launched by our company to meet
the requirements of FTTO and POL network construction. The ONU functions and performance comply with
international standards such as IEEE 802.3ah, CTC 2.1, ITU G.984, ITU G.987, or ITU G.9807 series standards,
ensuring adherence to both international and industry technical specifications. It supports central office
adaptability.It features high reliability, excellent QoS assurance, manageability, scalability, and flexible

networking capabilities, making it well-suited to meet users' high-speed broadband access requirements.



3. Indicator Lights and Ports

3.1 RH804G-BF

The uplink optical port is GPON, supporting Huawei, ZTE, Nokia, and other OLTs and switches. The LAN4

port can be switched to an ETH WAN uplink.The downstream ports are compatible with all manufacturers' ONUs.

Downstream ports include one GPON optical port, one 2.5G Ethernet port, and three 1G Ethernet ports. This

device offers high reliability, excellent QoS, manageability, flexible network configuration, and easy scalability,

fully meeting users' requirements for high-speed broadband. RH804G-BF does not support Wi-Fi but allows users

to configure Wi-Fi settings for downstream ONU devices.This means that Wi-Fi parameters can be configured on

the RH804G-BF, and these settings will automatically apply to the downstream ONU devices.

As shown in the diagram below:

B assNEE:R

UL-PON WAN/LANG 25G LANT DL-PON

RH804G-BF

3.1.1 Indicators of Device

Indicator Light Panel Description as Shown in the Table Below:

DC12v ON/OFF

| Indica | Description | Function




tor

Light
Light Off ﬁ?m router not powered on or indicator light
Power Power Indicator Light . Main router powered on and startup complete,
Light On .
now operating normally.
Blink Main router powered on and starting.
Light Off ij(l)vt yet registered with OLT or indicator light
UL-PO U.p stream Optical Port Indicator . Already registered with OLT or authorized
N Light Light On
successfully.
Blink OLT registration in progress.
. Optical signal received normally or indicator
LOS Upstream Optical Signal Light Light Off light off.
(Red) Light On PON port optical module power off.
Blink Optical signal below receiver sensitivity.
WAN connection with "INTERNET" keyword
Light Off not configured, or configured but not active, or
indicator light off.
WAN connection with "INTERNET" keyword
INTER Internet Status Light . active (bridge WAN configuration has taken
NET Light On . .
effect, routed wan connection has acquired IP
address and DNS information).
. WAN connection with "INTERNET" keyword
Blink acquiring address.
Light Off Network port not connected.
LANI-L Network Port Status Light Light On Netwoyk ~ port connected, but no data
AN4 transmission.
Blink Network port connected with data transmission.
STATU Light Off Main router not powered on or indicator light
S System Status Indicator Light off.
Light On System operating normally.
Light Off System not powered on or indicator light off.
DL-PO . Light On Systen_l powered on and downstream pon port
N Downstream PON Status Light operating normally.
Optical link connection abnormal (such as
Blink continuous light emission from downstream
devices).
Cloud Management  Status Light Off Not connected to AVASA cloud management.
NMS Li 1111 ¢ & u Light On Connected to AVASA cloud management.
& Blink Cloud management has traffic with the device.
USB USB Status Light Light Off Main router not powered on, or no storage

devices connected, or indicator light off.




Light On Storage. .deV1ce connected but no data
transmission.
Blink Data transmission with storage device.

3.1.2 Interfaces

Interface panel port descriptions as shown in the table below:

Interface/Butt s .

Description Notes
on
ON/OFF Power Switch Power switch button.
DC 12V Power Interface Power input interface, for external power adapter connection.
RESET Reset Button Factory teset button, long press for more than 5 seconds to

automatically restore factory default settings.

UPSTREAM UL-PON GPON port, supports SC/UPC fiber optic connectors for
OPTICAL PORT upstream optical signal connection.
USB USB One USB 2.0 port for storage.
g\éTlfl}{NET LANI-LAN4 Four RJ-45 lan ports, one 2.5g port and three gigabit ports.
DOWNSTREAM DL-PON GPON port, supports SC/UPC fiber optic connectors,
OPTICAL PORT plug-and-play with downstream ONU devices.

3.2 RH8001GR

Upstream  optical port can be selected as an SFP  module port, supporting
GPON/XG-PON/XGS-PON/GE/10GE/Optoelectronic Conversion Module; LAN4 can be switched to ETH WAN
uplink. The downstream ports include one GPON optical port and four Gigabit Ethernet ports, with the optical port
supporting up to 128 sub router. The RH8001GR does not support Wi-Fi but can configure Wi-Fi settings for
downstream ONU devices. This means that Wi-Fi parameters can be configured on the RH8001GR, and these
settings will automatically apply to the connected ONU devices.

As shown in the diagram below:
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3.2.1 Indicators of Device

s
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RH8001GR

Indicator Light Panel Description as Shown in the Table Below:

Indica
tor Description Function
Light
Light Off ﬁ?m router not powered on or indicator light
Power Power Indicator Light . Main router powered on and startup complete,
Light on .
now operating normally.
Blink Main router powered on and starting.
Light Off I(:If(%t yet registered with OLT or indicator light
UL-PO U.p stream Optical Port Indicator . Already registered with OLT or authorized
N Light Light On
successfully.
Blink OLT registration in progress.
. Optical signal received normally or indicator
LOS Upstream Optical Signal Light Light Off light off.
(Red) Light On PON port optical module power off.
Blink Optical signal below receiver sensitivity.
DL-PO Light Off System not powered on or indicator light off.
Downstream PON Status Light . System powered on and downstream PON port
N Light On .
operating normally.




Optical link connection abnormal (such as
Blink continuous light emission from downstream
devices).
WAN connection with "INTERNET" keyword
Light Off not configured, or configured but not active, or
indicator light off.
INTER WAN connection with "INTERNET" keyword
Internet Status Light . active (bridge WAN configuration has taken
NET Light On . .
effect, routed wan connection has acquired IP
address and DNS information).
. WAN connection with "INTERNET" keyword
Blink ..
acquiring address.
. Indicates main router not powered on or
;YSTE System Status Indicator Light Light Off indicator light off.
Light On Indicates system operating normally.
Light Off Indicates VPN connection not established.
VPN VPN status indicator light. Light On Indicates VPN connection established, but no
traffic flow.
Blink Indicates VPN traffic transmission in progress.
. Main router not powered on, or no storage
Light Off devices connected, or indicator light off.
USB USB Status Light Light On Storage. .deV1ce connected but no data
transmission.
Blink Data transmission with storage device.
Light Off Network port not connected.
LANI1-L Network Port Status Light Light On Networ.k . port connected, but no data
AN4 transmission.
Blink Network port connected with data transmission.

3.2.2 Interfaces

Interface panel port descriptions as shown in the table below:

Interface Description Notes
DC 12V Power Interface Power input interface, for external power adapter connection.
UPSTREAM UL-PON SFP module port, used for upstream access network optical
OPTICAL PORT signal.
DOWNSTREAM DL-PON GPON port, supports SC/UPC optical fiber connectors,
OPTICAL PORT plug-and-play with downstream ONU devices.
USB USB One USB 2.0 port for storage.
INTERNET LANI-LAN4 RJ-45 ethernet port, supports WAN/LAN auto-detection, with a




PORT port speed of 1000 Mbps.
Factory reset button, long press for more than 5 seconds to
automatically restore factory default settings.

RESET Reset Button

3.3 RH8002GR

Upstream  optical port can be selected as an SFP  module port, supporting
GPON/XG-PON/XGS-PON/GE/10GE/Optoelectronic Conversion Module; LAN4 can be switched to eth wan
uplink. The downstream ports include two GPON optical ports and four Gigabit Ethernet ports, with the optical
port supporting up to 128 sub router. The RH8002GR does not support Wi-Fi but can configure Wi-Fi settings for
downstream ONU devices. This means that Wi-Fi parameters can be configured on the RH8002GR, and these
settings will automatically apply to the connected ONU devices.

As shown in the diagram below:

SLETECH

RH8002GR

3.3.1 Indicators of Device

Indicator Light Panel Description as Shown in the Table Below:

Indicat o .
. Description Function
or Light
Light Off ﬁ;ln router not powered on or indicator light
Power Power Indicator Light Light On Main router powered on and startup complete,
& now operating normally.
Blink Main router powered on and starting.




Light Off ij(l)vt yet registered with OLT or indicator light
UL-PON Ups_tream . Optical Port . Already registered with OLT or authorized
Indicator Light Light On
successfully.
Blink OLT registration in progress.
. Optical signal received normally or indicator
LOS Upstream Optical Signal Light Light Off light off.
(Red) Light On PON port optical module power off.
Blink Optical signal below receiver sensitivity.
Light Off System not powered on or indicator light off.
Light On System power@d on and downstream pon
DL-PON | Downstream PON  Status interface operating normally.
12 Light Optical link connection abnormal (such as
Blink continuous light emission from downstream
devices).
WAN connection with "INTERNET" keyword
Light Off not configured, or configured but not active, or
indicator light off.
INTERN _ W/_XN con_nection with "INTERNET" keyword
Internet Status Light . active (bridge WAN configuration has taken
ET Light On . .
effect, routed wan connection has acquired IP
address and DNS information).
. WAN connection with "INTERNET" keyword
Blink ..
acquiring address.
. . Light Off _Ind_icates _main router not powered on or
SYSTEM | System Status Indicator Light indicator light off.
Light On Indicates system operating normally.
Light Off Indicates VPN connection not established.
VPN VPN Status Indicator Light. Light On Indicates VPN connection established, but no
traffic flow.
Blink Indicates VPN traffic transmission in progress.
Light Off Indicates VPN connection not established.
USB USB Status Light. Light On Indicates VPN connection established, but no
traffic flow.
Blink Indicates VPN traffic transmission in progress.
Light Off Network port not connected.
IAANI-L Network Port Status Light Light On Networ.k . port connected, but no data
N4 transmission.
Blink Network port connected with data transmission.
3.3.2 Interfaces

Interface panel port descriptions as shown in the table below:




Interface Description Notes

AC100V ~240V. Power input interface, for external power adapter connection.
> | Power Interface

50/60Hz
UPSTREAM UL-PON SFP module port, used for upstream access network optical
OPTICAL PORT signal.
DOWNSTREAM DL-PON Two GPON ports, support SC/UPC optical fiber connectors,
OPTICAL PORT plug-and-play with downstream ONU devices.
USB USB One USB 2.0 port for storage.
INTERNET LAN1-LAN4 RJ-45 ethernet port for LAN4/WAN, with a port speed of 1000
PORT Mbps.
RESET Reset Button Factory reset button, long press for more than 5 seconds to

automatically restore factory default settings.




4. Quick Configuration

4.1AVASA Service Quick Configuration

4.1.1 WAN Configurationa

Enter "http://192.168.2.1:8080/cgi-bin/login.asp" in the browser's address bar, press the "Enter"
key to jump to the Web GUI login page. Enter the username in the login window (please refer to the
product label for the initial username and password).

192.168.2.1:8080/cgi-bin/login.asp

*1*TECH

UserName: user

Password:

Language: English

Note : If you enter your password incorrectly 3 times in a row, you will be banned from logging in for

1 minute and you will have to wait for 1 minute before you can log in.

Select "Net" -> "WAN", and create a Route Internet WAN to enable the main router to access the
AVASA and the Internet.


http://192.168.2.1:8080/cgi-bin/login.asp

S Status 4

@ Net »

9 Security >
98 APP >
5 Management >

» Diagnose >

In autor

ode, the device restarts automatically when the SFP module is switched.

Route Enable:

Bearer Service: INTERNET
Note: Pls re-register VoIP service if changed the voice WAN
Binding Interface: LaN LANZ [ LANZ [ LAN4
LANPONT
DHCP Server Enable

LinkMode: IPoE.

1P Version: @ipva  IPvE  IPV4/IPVE

®pHep Automatically obtain an IP address from an ISP,
Static Configure a static IP for you from an ISP,

VLAN Mode: TAG

VLAN ID[1-4094]: 100

802.1p[0-7] o

MulticastVLAN

1D[1-4094]:

MTU[576-1500]. 1500

Enable NAT:

Parameter Description Table for Route Mode

Operating
Mode

Configuration
Parameters

Parameter Description

Route mode

Connection Name

WAN connection name

Mode

Configurable as a route

Route:The PC is assigned an ip by the device and is on the
same LAN

Service type

Optional services including
INTERNET,SPECIAL SERVICE 1/2/3/4,0THER

Binding Interface

Lan port or wifi binding

DHCP Server Enable

DHCEP Server startup switch,In routing mode,if you need
to assign ip by the device,you need to turn it on

LinkMode

Configurable for IPoE or PPPoE




IPoE:DHCP technology as the core,to realize the IP user
session mechanism and other authentication systems.

PPPoE:Provides access,control and billing functions for
users in a peer-to-peer manner by establishing PPP
sessions and encapsulating PPP messages as PPPoE
messages

Configurable as IPv4/IPv6 single stack or IPv4&IPv6 dual

IP Version stack
Configure vlan mode
TAG:VLAN tags are added when the device sends
VLAN Mode Ethernet frames
UNTAG:VLAN tags are not added when the device sends
Ethernet frames
VLAN ID Configure vlan,range:1-4094
802.1p Configuration priority,range:0-7
Multicast VLAN ID Configure multicast vlan,range:1-4094
1) Maximum amount of data that an IP packet can carry
MTU over Ethernet,in bytes,range:1280-1500
2) Range 1280-1492 when pppoe wan,fixed 1492
Enable NAT Egabhng addres§ translation and communication between
private and public networks
Get [Pv6 address type
I[Pv6 AddrType SLAAC:stateless configuration
DHCP:stateful configuration
Enable PD ipv6 Prefix Proxy switch for assigning address prefixes in

IPv6 networks




Prefix Mode

Prefix Mode Auto:auto-configuration
Manual:Manual Configuration
Prefix Address Prefix address to identify the network or subnet.Used in

prefix mode configured as manual or static wan scenarios

Preferred Lifeime

Preferred Lifeime,range:600 - 4294967295s for prefix
mode configured as manual or static wan scenarios

Valid Lifetime

Valid Lifetime,range:600 - 4294967295s. Used in prefix
mode configured as manual or static wan scenarios

DS-Lite Enable

DS-Lite is an IPv4 NAT technology that uses IPv4 over
IPv6 tunneling to enable users with [Pv4 private addresses
to traverse IPv6 networks to access IPv4 public networks

DS-Lite Mode

DS-Lite Configuration Mode: Auto or Manual.

DS-Lite Server

Configure a DS-Lite server.

IP Address IP address for static wan
Subnet Mask Subnet mask for static wan
Default Gateway Gateway to static wan

Primary DNS Server

Primary DNS servers for static wan

Secondary DNS Server

Secondary DNS servers for static wan

IPv6 AddrType

IPv6 AddrType for static wan,only configure static

IPv6 Address

IPv6 address for static wan

[Pv6 Default Gateway

IPv6 gateway to static wan




Primary IPv6 DNS IPv6 primary DNS servers for static wan
Server
Secondary IPv6 DNS IPv6 secondary DNS servers for static wan
Server
UserName Dial-up username for pppoe wan
Password Dial-up password for pppoe wan
Service Name service Name for pppoe wan
Enab.l N PPP.OE . A network connection that combines the features of
Routing/Bridge Hybrid . o

routing and bridging modes for pppoe wan
Mode

4.1.2 AVASA Login

Enter "https://avasa.net/login" in the browser's address bar and press the "Enter" key to navigate
to the login page. Log in with your correct username and password or use Phone login.

« G = avasanet/login

-

AVASA

Account Login

Phane Login

Register Forgot password?



https://avasa.net/login

avasanet/login

Phone Login
[ +e6
a8 -l

Account Login

Register Forgot password?

4.1.3 Multi-VLAN Configuration

On the "Projects” interface, select "Device Management" -> "FTTR" list, and click the FTTR
device to be configured.

(4

() Home [A Projects A1 Al Algorithm 1 Accounts [FI RLTECH Alan@D 2, admin@20240513447 v
AVASA

RLTECH
£ Al FTTR ONU AP -+ Add Device
[ RH804G-BF
= E B - Oniine | I SN l
SN Name Model P MAC Address Status Software Version Group Action
= Device Management
2024031900019 RH8001GR RH8001GR 192.168.11.198 449530126170 ® Online V0.0.18 Default/Default Grouping (247}

&h Topology

Total 1 10/page 1

Select "VLAN" -> "VLAN ID", click on "+ Add" to create a Multi-VLAN instance.



RHBO01GR

® Oniine

SFP DLPON LANT  LANZ  LANI  LANG
[} o - n @
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IP Address: 172.16.10.1

Subnet Mask: 2552552550

WAN TYPE: Default Route WAN

Binding Options: B di-pon B lan1 B lan2

Starting |P Addres 172.16.10.2

5.
Ending IP Addres 172.16.10.254

S:

Click on "VLAN Management", enable "Enable VLAN", and then click on "Submit" to save the
configuration.



VLAN Management

enable viAN: (@D

VLAN Isolation:

Multi-VLAN Parameter Description table

Operating M

Configuration Para

Parameter Description

ode meters
Enable DHCP Serve Sga}l:}l}e/(]ii;;l:lg Dynamic [P Address Allocation (Enabl
VLAN Name VLAN name
VLAN ID Configure vlan,range:2-4094
IP Address Enter the IPv4 Gateway Address for the VLAN
Subnet Mask Enter Subnet Mask
VLAN Manag WAN TYPE Selectable WAN Types: Default Route WAN/Specified
ement Interface WAN/Disable WAN Access

Binding Options

LAN Port Binding

Starting IP Address

Starting Address of the Dynamically Allocated IP Add
ress Range by the Server

Ending IP Address

Ending Address of the Dynamically Allocated IP Addr
ess Range by the Server

Lease Time

Selectable IP Address Lease Time:1 Minute/1 Hour/1
Day/l Week




Enable VLAN

Enable/Disable Multi-VLAN Function

VLAN Isolation

Enable/Disable Multi-VLAN Traffic Isolation Feature

Note : The dynamically allocated IP range is determined by the configured subnet mask.

4.1.4 Configure Multi-VLAN Binding to WiFi Template

Select "AP" -> "Generic template", and click the edit option after the "Default" template.

Devices Management

P

Remote management
SFP DL-PON LAN1 LAN2 LAN3 LAN4
@ Connected Not Connected [ 4] M o, (=]
Device Info WAN config Port VLAN PON AP senior management System settings
AP List Generic template Wireless advanced config Internet Terminal Black List
+ Add
Template Name Upstream bandwidth Downstream bandwidth Template Description Action
Default @
Total 1 1

Select the SSID under 2.4G and 5G configurations, click "Edit" to set the desired configuration
according to the parameter table, then click "Submit" to complete the setup.




Edit

Bandwidth speed li

mit:
Description: g
0/31
“
2.4G Config 5G Config
Network Mode: b,g,n,ax Network Mode : n,ac,ax
Network Bandwidth: 40M Network Bandwidth: 20M740NM/80M/160M
Channel: AUTO Channel: AUTO
Transmission Power: 100% Transmission Power: 100%
$SID Config + Add ; $SID Config + Add
SSID Max SSID Max
No Status Encryption Operation No Status Encryption Operation
Name Terminal Name Terminal
WPA2-
i @ 5 7 1 @ e WPA2PSK 32 @

PSK

Cancel Save



EditSSID

Wireless Switch : ()

* 8SID Name: test1 1-31 characters
* Encryption: WPAZ-PSK ™
* Wireless Password: 123456789 Halges#-6s.char

acters
* Max Terminal: 32 0-32, 0 for no limit

2~4094, default is

VLANID: 10 bridge mode

Client Isolation:

Broadcast SSID: ()

Cancel Save

Wi-Fi Generic Template Parameter Description Table

Operating Mo
de

Configuration Para
Parameter Description
meters

Basic Info

Name Profile Name, Range: 1-15 characters.

Bandwidth speed lim

" Enable or disable speed limit function.

Maximum Upload Bandwidth. Value range: 0 - 10485

Upstream bandwidth 76, where 0 means unlimited. Unit: Kbps/Mbps.

Downstream bandwid | Maximum Download Bandwidth. Value range: 0 - 104
th 8576, where 0 means unlimited. Unit: Kbps/Mbps.




Description

Profile Description, Range: 0 to 31 characters.

Network Mode

This item is used to set the wireless working mode o
f the router.
2.4G:802.11b/g/n mixed mode is recommended.

Network Bandwidth

Wireless Channel Width.
2.4G Range: 20M, 40M.

The channel for data signal transmission with wireless

2:4G Config signal as the transmission medium. If Auto is selecte
Channel d, the terminal will automatically select a best channe
1 according to the surrounding environment.
2.4G:Channel can choose 1~13.
Transmission Power Wireless transmit power, it is recommended to keep t
he default value of 100%.
This item is used to set the wireless working mode o
Network Mode f the router.
5G:802.11ac/n/a mixed mode is recommended.
. Wireless Channel Width.
Network Bandwidth | 5" p 100 20M,40M.80M, 160M.
5G Config The channel for data signal transmission with wireless

Channel

signal as the transmission medium. If Auto is selecte
d, the terminal will automatically select a best channe
| according to the surrounding environment.
5G:Channel can choose 36/40/46/48/52 and so on.

Transmission Power

Wireless transmit power, it is recommended to keep t
he default value of 100%.

SSID Config

No SSID Instance Serial Number.
Status Enable/Disable Wireless Switch.
SSID Name SSID name. Range: 1-31 characters.
. Security modes,including OPEN/WPA-PSK/WPA2-PSK/
Encryption

WPA3-SAETransition,etc.

Max Terminal

The maximum number of connected clients for the SS
ID, range: 0-32,0 represents no limit.

VLAN ID

After selecting the Vlan parameter, the SSID will be
bound to the Multi-VLAN instance. Devices connected




to this SSID will obtain IP addresses from the subne
t of the Multi-VLAN instance. The range is 2 to 409
4, and the default is bridge mode.

Client Isolation

Enable or Disable Client Isolation.

Broadcast SSID

Enable/Disable SSID Broadcasting.

When enabled: The SSID can be found in the list of
wireless networks and connected to.

When disabled: This SSID will not be displayed in th
e list of wireless networks searched by the wireless n
etwork card.

4.1.5 Examples

® Create a Route INTERNET WAN with VLAN Tag 100 in the Web GUI to enable the main router

to access the AVASA and connect to the internet.

® Login to the AVASA and create two Multi-VLAN instances: VLAN 10 with the IP address
172.16.10.1/24; VLAN 20 with the IP address 172.16.20.1/24.

®  Configure the 2.4G SSID1 to bind VLAN 10 and the 5G SSID1 to bind VLAN 20.

Step 1. In the Web GUI, select "Net" -> "WAN" and create a Route WAN with tag 100.




2 Status >

@ Net v

Time
Route
Security
APP >
Management >

» Diagnose >

Net » WAN
WAN

In automatic mode, the device restarts automatically when the SFP module is switched.

Connection Name; 1INTERNET_R VID_100 B

Mode: Route

erable:

Bearer Service: INTERNET

Note: Pls re-register VolP service if changed the voice WAN.

Binding Interface LANT LANZ LAN3 [ LAN4
LANPONT
DHCP Server Enable:
LinkMode: Pot.
1P Version: @Pva IPvE IPv4/IPVE
® pHep Automatically obtain an IP address from an ISP
Static Configure a static IP for you from an ISP
VLAN Mode: ™e
VLAN ID[1-4094]: 100
802.1p[0-7]: 0
MukticastVLAN ID[1-
4094]
MTU[576-1500]: 1500
Enable NAT:

Cancel

Step 2. Log in to the AVASA, select "Projects" -> "Device Management", and click on the main router
to be configured in the FTTR list.

3
AVASA

[E) RLTECH

=]

[E] Device Management

@ Portal Page

9 Auth Conlig

al config

@ Internetiog

FIRLTECE () AlareiD

admn@20240513447 w

+ Add Device

) Al Algorithm [ Accounts
Name Model P MAC Address Status
RHB8001GR RHBO01GR 192 168 11 198 4495 3b1a 6170 .

| [ sn
Software Version

V0.0.18

Group

DefaultiDetault Grouping

Step 3.Select "VLAN" -> "VLAN ID", click "+Add", and create VLAN10 with the IP address

172.16.10.1/24 and VLAN20 with the IP address 172.16.20.1/24.



Devices Management X

RH8001GR
e

@ Online

SFP DLPON LANT  LAN2  LAN3

@ Connected @ Not Connected Elsrppot Ml Optical Port B Electrical Port

Device Info WAN config Port AP senior management System settings
LAN config
& VLAN Management
VLAN ID VLAN Name 1P Address Binding Options Status Action

No Data



Edit

VLAN Name: VLAN10

VLAN ID: 10

IP Address: 172.16.10.1

Subnet Mask: 255.255.255.0

WAN TYPE: Default Route WAN

Binding Options: B di-pon B lan1 B lan2 B an3

Starting IP Addres 172.16.10.2
s:

Ending IP Addres 172.16.10.254

£

Cancel




Add

VLAN Name: VLAN20

VLAN ID: 20

IP Address: 172.16.20.1
Subnet Mask: 255.255.255.0
WAN TYPE: Default Route WAN

Binding Options: dl-pon lan1 B lan2 B lan3

Starting IP Addres 172.16.20.2
s:

Ending IP Addres 172.16.20.254

(IR, =R I o

Cancel l Submit I

Step 4. Click "VLAN Management", enable "Enable VLAN", and then click "Submit" to save the
settings.



VLAN Management

VLAN Isolation:

Step 5. Select "AP" -> "Generic template", choose the default template, and click "Edit".

Device Info WAN config Port VLAN PON senior management System seftings
AP List Wireless advanced config Internet Terminal Black List

+ Add [T Delete

Template Name Upstream bandwidth Downstream bandwidth Template Description Action

Defautt

Total 1 1

Step 6. Configure the 2.4G SSID1 to be bound to VLAN10; configure the 5G SSID1 to be bound to
VLAN20.



EditSSID

Wireless Switch:

* 55ID Name: TEST1

* Encryption:; WPA2-PSK
* Wireless Password: 123456789
* Max Terminal: 32

VLAN ID: 10

Client Isolation:

Broadcast SSID:

Cancel

1-31 characters

Range: 8-83 char
acters

0-32, 0 for no limit

2~4094 default is
bridge mode



EditSSID

Wireless Switch: ()

* 551D Name: TEST2 1-31 characters

* Encryption; WPA2-PSK

Range: 8-63 char

* Wireless Password:; 123456789
acters
* Max Terminal: 32 0-32, 0 for no limit
VLAN ID: 20 2=_4094, defaultis
bridge mode

Client Isolation:

Broadcast SSID: ()

Cancel I Save |

Step 7. Click "Submit" to save the SSID Config.



Edit

Bandwidth speed li
mit:

Description:

2.4G Config

Network Mode:

Network Bandwidth

Channel:

Transmission Power:

S$SID Config
No. Status
1 (O]

b,g,n,ax

40M

AUTO

100%

SSID
Name

TEST1

+ Add
Max
Encryption
Terminal
WPA2-
32
PSK

Operation

7]

Cancel

5G Config

Network Mode :

Network Bandwidth:

Channel:

Transmission Power:

$SID Config
No. Status.
1 @

-

4.2 Web Service Quick Configuration

4.2.1 Login WEB

n,ac,ax

20M/40M/80M/160M

AUTO
100%
SSID
Encryption
Name
TEST2 WPA2-PSK

-+ Add

Max
Operation
Terminal

2 @

Enter "http://192.168.2.1:8080/cgi-bin/login.asp"in the address bar of the browser, and then press
the "Enter" key to jump to the login page.Enter the username in the login window (please refer to the

product label for the initial username and password).


http://192.168.2.1:8080/cgi-bin/login.asp

192.168.2.1:8080/cgi-bin/login.asp

UserName: usera

Password:

Language: English v

192.168.2.1:8080/cgi-bin/login.asp

UserName: usera

Password:

Login s forbidden for 1 minute due to 3 times continuous login failure!

Language: English v



Note : If you enter your password incorrectly 3 times in a row, you will be banned from logging in for

1 minute and you will have to wait for 1 minute before you can log in.

4.2.2 WAN Configuration

Configure a Route to WAN:
®  Click "New" to create a new WAN.

®  According to the parameter table, set the required configuration, click "Submit" to complete the
configuration.



Connection Name:
Mode:

Bearer Service:

Binding Interface:

DHCP Server Enable:

LinkMode:

IP Version:
@ DHcp
Static

VLAN Mode:
VLAN ID[1-4094]:

802.1p[0-7]:

MulticastVLAN ID[1-

4094):
MTU[1320-1500]:

Enable NAT:

IPvG AddrType:

Enable PD:
Prefix Mode:
DS-Lite Enable:
DS-Lite Mode:

1_INTERNET_R_VID_

Route Enable:

INTERMNET

Note: Pls re-register VoIP service if changed the voice WAN.
LANT LANZ LAN3 LANA
LANPON1
1PoE
IPva IPvE ©1PV4[|PVS
Automatically obtain an IP address from an ISP,

Configure a static IP for you from an ISP,

TAG

100

1300

SLAAC
@Auto | Manual
@aAuto Manual

m o

Parameter Description Table for Route Mode

Operating Configuration s
Mode Parameters Parameter Description

Connection Name WAN connection name
Route mode

Mode Configurable as a route




Route:The PC is assigned an ip by the device and is on the
same LAN

Service type

Optional services including
INTERNET,SPECIAL_SERVICE 1/2/3/4,0THER

Binding Interface

Lan port or wifi binding

DHCP Server Enable

DHCEP Server startup switch,In routing mode,if you need
to assign ip by the device,you need to turn it on

Configurable for IPoE or PPPoE

IPoE:DHCP technology as the core,to realize the IP user
session mechanism and other authentication systems.

LinkMode
PPPoE:Provides access,control and billing functions for
users in a peer-to-peer manner by establishing PPP
sessions and encapsulating PPP messages as PPPoE
messages
. Configurable as [Pv4/IPv6 single stack or IPv4&IPv6 dual
IP Version
stack
Configure vlan mode
TAG:VLAN tags are added when the device sends
VLAN Mode Ethernet frames
UNTAG:VLAN tags are not added when the device sends
Ethernet frames
VLAN ID Configure vlan,range:1-4094
802.1p Configuration priority,range:0-7
Multicast VLAN ID Configure multicast vlan,range:1-4094
MTU 1) Maximum amount of data that an IP packet can carry

over Ethernet,in bytes,range:1280-1500




2) Range 1280-1492 when pppoe wan,fixed 1492

Enabling address translation and communication between

Enable NAT private and public networks
Get IPv6 address type
IPv6 AddrType SLAAC:stateless configuration
DHCP:stateful configuration
Enable PD 11;‘\/,66 Ir’lrei‘fi)(()rli‘(rsoxy switch for assigning address prefixes in
Prefix Mode
Prefix Mode Auto:auto-configuration
Manual:Manual Configuration
Prefix Address Prefix address to identify the network or subnet.Used in

prefix mode configured as manual or static wan scenarios

Preferred Lifeime

Preferred Lifeime,range:600 - 4294967295s for prefix
mode configured as manual or static wan scenarios

Valid Lifetime

Valid Lifetime,range:600 - 4294967295s. Used in prefix
mode configured as manual or static wan scenarios

DS-Lite Enable

DS-Lite is an [IPv4 NAT technology that uses IPv4 over
IPv6 tunneling to enable users with IPv4 private addresses
to traverse IPv6 networks to access IPv4 public networks

DS-Lite Mode

DS-Lite Configuration Mode: Auto or Manual.

DS-Lite Server

Configure a DS-Lite server.

IP Address

IP address for static wan




Subnet Mask

Subnet mask for static wan

Default Gateway

Gateway to static wan

Primary DNS Server

Primary DNS servers for static wan

Secondary DNS Server

Secondary DNS servers for static wan

IPv6 AddrType IPv6 AddrType for static wan,only configure static
IPv6 Address IPv6 address for static wan

IPv6 Default Gateway IPv6 gateway to static wan

Primary IPv6 DNS IPv6 primary DNS servers for static wan

Server

Secondary IPv6 DNS IPv6 secondary DNS servers for static wan

Server

UserName Dial-up username for pppoe wan

Password Dial-up password for pppoe wan

Service Name

service Name for pppoe wan

Enable PPPoE
Routing/Bridge Hybrid
Mode

A network connection that combines the features of
routing and bridging modes for pppoe wan

4.2.3 Multi-VLAN Configuration

Click "Add", set the relevant parameters of Multi-VLAN according to the parameter table. After
confirming that they are correct, click "Submit" to complete the configuration.



© status >
@ Net >
@ Security >
88 APP 7

DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage

€ Status

@ Net

@ Security

88 APP
DDNS
Advanced NAT
UPNP
IGMP/MLD
Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

InternetLog Manage

& Management

>

APP 5 Vian Manage

Vlan Manage

Vlan Enable:

Vlanisolate:

# VLAN Name

IP Address Subnet Mask

Delete

APP > Vian Manage > Vlan Setting

Vlan Setting

Vlan Enable:

VLAN Name: Vian10

VLAN ID: 10 (2~4094)
IP Address: 172.168.10.1

Subnet Mask: 255.255.255.0

WAN TYPE: Default route WAN L

Binding Interface: LAN1 LAN2 LAN3 LAN4 LANPON
DHCP Server

IP Pool Starting

Ko 172.168.10.2

IP Pool Ending

Addrese: 172.168.10.254

Lease Time: 1 Day

m e

Check the "Vlan Enable" option and click "Submit" to turn on the Multi-VLAN functionality.



€ Status > APP > Vlan Manage

@ Net > Vlan Manage

Y Security ¥

Vlan Enable:

Vlanisolate:

88 APP v

UPNP 1 Vlan10 10 172.168.10.1 255.255.255.0 = [x]

Multi-VLAN Parameter Description table

Operating M | Configuration Para
Parameter Description

ode meters
Vlan Enable Enable/Disable Multi-VLAN Function
Vlan Isolate Enable/Disable Multi-VLAN Traffic Isolation Feature
VLAN Name VLAN name
VLAN ID Configure vlan,range:2-4094
IP Address Enter the IPv4 Gateway Address for the VLAN
Subnet Mask Enter Subnet Mask

Selectable WAN Types: Default route WAN/Specified

Vlan M
an anage WAN TYPE interface WAN/Disable WAN access

Binding Interface LAN Port Binding
DHCP Server Enable/Disable DHCP Server
IP Pool Starting Add | Starting Address of the Dynamically Allocated IP Add
ress ress Range by the Server
IP Pool Ending Addr | Ending Address of the Dynamically Allocated IP Addr
ess ess Range by the Server

. Selectable IP Address Lease Time:1 Minute/1 Hour/1
Lease Time

Day/l Week

Note : The dynamically allocated IP range is determined by the configured subnet mask.




4.2.4 Configure Multi-VLAN Binding to Wi-Fi Template

Click 'Edit' to Modify the Default Template of Common Profile.

& Status > APP > AP Config Manage > Common Profile
& Net > Basic Wifi Config ~ Common Profile  Individuality Profile  Advance Wifi Config
® Security >
Commen Profile List
88 APP o
DDNS
Action D Profile Name Profile Description
Advanced NAT
1 Default
uPNP | L SR ‘
IGMP/MLD Current 1 pages / Total 1 pages , Total 1 records , Perpage| 10 | Lines 4 1 » oW
AP Manage

AP Config Manage

4.2.4.1 Wireless Network SSID Configuration

Select the SSID under 2.4G and 5G configurations, click "Edit" to set the desired configuration
according to the parameter table, then click "Submit" to complete the setup.



& Modify Common Profile - Google Chrome = [&] X

A\ Notsecure  192.168.2.1:8080/cgi-bin/ap_config_comment list.asp?param1=1&param2=Default&param3=com...

Basic Info
Profile Name: (Range : 1 to 15 characters)
Profile Description: (Range : 0 to 31 characters)
AP speed limit Settings
Enable:
DownstreamSpeedhax: 0.00 Mbps v (0~1024 0 unlimited)
UpstreamSpeedMax: 0.00 Mbps (0~1024 0 unlimited)

2.4GConfig

Basic Wireless Network Settings-2.4G

Mode: b.g.n,ax
Bandwidth: 40M
Channel: AUTO v

TxPower: 100%

Wireless Network SSID Settings—2.4G

Action ID | Status | SSID Name | Client isolation | Broadcast SSID | MaxAssociateNum | Security Mode

= 1 Enable test] Disable Enable 32 WPAZ-PSK

5GConfig Click to expand >>

eth Config Click to expand >>

Cance{



Enable SSID

SSID Mame: AP (Range : 1 to 31 characters)
Security Mode: WPAZ2-PSK hd
Shared key: 123456789 {Shared key)
Encryption: AES e
Client isolation: Disable W,
Broadcast SSID: Enable .
Guest Mode: Enable W
Bridge Vlan : 10 {0 indicates that the vlan is disabled)
MaxAssociateNum: 32 The range is 0~32

4.2.4.2 Configure eth Config
Click 'Add' to Create a Sub eth Port Config Instance with Multi-VLAN Binding.



2.4GConfig Click to expand »>>
5GConfig Click to expand »>>

eth Config
Sub eth port Config

Add

Action Enable: Connection type Mode Bridge Vlan

LAN-1

Set the relevant configurations as per the parameter table and click 'Submit' to finalize the setup.

On

Mode:
Connection type: LAN-1
Mode: tag
Bridge Vlan : 10 {(2~4092)

Submit

4.2.4.3 AP Modify Generic Template Configuration Parameter Description Table

Operating Mo | Configuration Para
Parameter Description

de meters

Profile Name Profile Name, Range: 1 to 15 characters
Basic Info

Profile Description Profile Description, Range: 0 to 31 characters

AP speed limi

. Enable Enable or disable speed limit function
t Settings




DownstreamSpeedMa
X

Downstream Maximum Speed, Range: 0~1024, where
0 indicates unlimited, unit: Mbps or Kbps

UpstreamSpeedMax

Upstream Maximum Speed, Range: 0~1024, where 0 i
ndicates unlimited, unit: Mbps or Kbps

Basic Wireless
Network

Mode

This item is used to set the wireless working mode o
f the router.

2.4G:802.11b/g/n mixed mode is recommended.
5G:802.11ac/n/a mixed mode is recommended.

Bandwidth

Wireless Channel Width.
2.4G Range: 20M, 40M,
5G Range:20M,40M.80M, 160M.

Channel

The channel for data signal transmission with wireless
signal as the transmission medium. If Auto is selecte
d, the terminal will automatically select a best channe
| according to the surrounding environment.
2.4G:Channel can choose 1~13.

5G:Channel can choose 36/40/46/48/52 and so on.

TxPower

Wireless transmit power, it is recommended to keep t
he default value of 100%.

Enable SSID

Single 2.4G/5G Wi-Fi on/off switch

SSID Name

SSID name

Security Mode

Security modes,including OPEN/WPA-PSK/WPA2-PSK/
WPA3-SAE Transition,etc.

Shared key

Password for SSID

Encryption

Encryption methods,including AES/TKIP/AES+TKIP, et
c.

Client isolation

Enable or Disable Client Isolation

Broadcast SSID

Enable or disable SSID broadcast. After enabling, devi
ces can discover and connect to this SSID.

Bridge Vlan

After selecting the Bridge Vlan parameter, the SSID
will be bound to the Multi-Vlan instance. Devices con
nected to this SSID will obtain IP addresses from the
Multi-VLAN instance's subnet.0 indicates that the vla
n is disabled




The maximum number of connected clients for the SS

Sub eth port
Config

MaxAssociateNum ID, range: 0-32,0 represents no limit.
ID Sub eth port Config Instance ID
Enable ON or OFF Sub eth port Config

Connection type

Select the AP LAN-side port to configure, range: LA
N1, LAN2, LAN3, LAN4

Mode

Tag mode :transparent, tag, untag

Bridge Vlan

The VLAN bound to the specified port, range: 2-409
4.

Note : The value range of Bridge VLAN is determined by the created Multi-VLAN.

4.2.5 Examples

® (Create a Route WAN with Tag 100 as the default WAN for Multi - VLAN.

® Enable "Vlan Enable" and create Multi-VLAN with VLAN 10 (172.168.10.1/24) and VLAN 20
(172.16.20.1/24).

®  Configure the default template "Common Profile": bind 2.4G SSID1 to VLAN10; bind 5G SSID1
to VLAN20; In "eth Config", bind LAN1 to VLAN10.

Step 1. Click "Net" -> "WAN" to enter the WAN configuration interface, click "New" to create a Route
WAN with Tag 100.




o Status >

VLAN Binding
LAN
Qos
Time
Route
Security >
APP >
& Management >
% Diagnose >

Met > WAN

Transmode: Auto

Connection Name:

In automatic mode, the device restarts automatically when the SFP module is switched.

1_INTERNET_R_VID_100

Mode: Route

Bearer Service: INTERNET

nable:

Note: Pls re-register VolP service if changed the voice WAN.

Binding Interface: LANT LAN2 LANZ || LANA
LANPONT

DHCP Server Enable:

LinkMaode: poE

1P Version: @Pva 1PvE L IPuA/IPVE

@ pHee Automatically obtain an IP address from an ISP.
Static Configure a static IP for you from an ISP.

VLAN Mode: ™

VLAN ID[1-4004] 100

802.1p[0-7]: 0

MulticastVLAN ID[1-

MTUI576-1500]: 1500

Enable NAT:

Step 2. Click "APP" -> "Vlan Manage" to enter the Multi-VLAN configuration interface. Check the
"Vlan Enable" option and click "Submit" to save the configuration.

@ Status

@ Net

® Security

8 APP
DDNS
Advanced NAT
UPNP
IGMP/MLD
Daily APP
AP Manage
AP Config Manage

Portal Manage

Vian Manage ]

L2TP Configuration

IntemetLog Manage

>

>

>

APP > Vian Manage

Vlan Manage

Vian Enable: V]

Vlanisolate:

#

VLAN Name

VLAN ID

Step 3. Click "Add" to create VLAN 10 and VLAN 20.

IP Address

Cancel

Subnet Mask

Delete



& Status >

@ Net >

® Security >

88 APP v
DDNS

Advanced NAT
UPNP

IGMP/MLD

Daily APP

AP Manage

AP Config Manage
Portal Manage
L2TP Configuration

InternetLog Manage

{& Management >

% Diagnose >

© Status >

@ Net >

© Security >

88 AP v
DDNS

Advanced NAT
UPNP

IGMP/MLD

Daily APP

AP Manage

AP Config Manage
Portal Manage
L2TP Configuration

InternetLog Manage

Management >

APP > Vlan Manage > Vlan Setting

Vlan Setting

Vian Enable:

VLAN Name: Vian10

VLAN 1D: 10 (2~4094)
1P Address: 17216101

Subnet Mask:

'WAN TYPE:

255.255.255.0

Default route WAN v

Binding Interface: LAN1 LAN2 LAN3 LAN4 LANPON

DHCP Server

fdﬂfé’lj‘“"‘“g 17216102

:’dzcr:lsfnding 17216.10254

Lease Time: 1Day .,
Cancel

APP » Vian Manage > Vlan Setting

Vlan Setting

Vian Enable:

VLAN Name: Vian20

VLAN ID: 20 (2~4094)
IP Address: 172.16.20.1

WAN TYPE:

Subnet Mask:

255.255.255.0

Default route WAN b

Binding Interface: LAN1 LAN2 LAN3 LAN4 LANPON

DHCP Server

K’dgt:iss:tarﬁng 172.16.20.2

:’dii;::nding 172.16.20.254

Lease Time: 1Day S
Cancel

Step 4. Click "Submit" to save the Multi-VLAN configuration.




© Status > APP » Vian Manage

@ Net > Vlan Manage
D Security >
Vlan Enable:

8 v

8 App Vianisolate:
DDNS
Advanced NAT # VLAN Name VLAN ID 1P Address Subnet Mask Edit Delete
UPNP 1 Vian10 10 172.16.10.1 255.255.255.0 -4 [x]
IGMP/MLD 2 Vlan20 20 172.16.20.1 255.255.255.0 -4 [x]
AP Manage

AP Config Manage -] i
Step 5. Click "APP" -> "AP Config Manage"-> "Common Profile", click "Edit" to enter the Default
Template configuration interface.

& Status > APP > AP Config Manage > Common Profile
@ Net > Basic Wifi Config | Common Profile | Individuality Profile  Advance Wifi Config
@ Security ¥
Common Profile List
88 Arp v
DDNS

Action 1D Profile Name Profile Description

@ 1 Default

Advanced NAT

UPNP
IGMP/MLD Current 1 pages / Total 1 pages , Total 1 records , Per page 10 Lines 4 4 1 » B
AP Manage

[ AP Config Manage
Portal Manage

Vlan Manage

Step 6. Click "Edit" and configure the following: Bind the 2.4G SSID1 to VLANI10 and the 5G SSID1
to VLAN20.



e Modify 2.4G SSID - Google Chrome = [&] X

A Notsecure  192.168.2.1:8080/cgi-bin/wlan ap ssid config.asp?parami=1...

Enable §SID

SSID Name: test1 (Range : 1 to 31 characters)
Security Mode: WERAZ2-PSK bk
Shared key: 123456789 {Shared key)
Encryption: AES g
Client isolation: Disable N
Broadcast SSID: Enable bk
Guest Mode: Enable bed
Bridge Vlan : ‘ 1[]'| i{ﬂ indicates that the vlan is disabled)

MaxAssociateMum: 32 The range is 0~32

| Submit | Cancel



&Y Modify the 5G_S5ID - Google Chrome = O

A\ Notsecure  192.168.2.1:8080/cgi-bin/wlan_ap_ssid_config.asp?param1=1&param

Enable SSID

SSID Name: testZ (Range : 1 to 31 characters)
Security Mode: WPAZ-PSK W
Shared key: 123456789 (Shared key)
Encryption: AES g
Client isolation: Disable !
Broadcast SSID: Enable W
Guest Mode: Enable W
Bridge Vlan : 20 ‘lﬂ indicates that the vlan is disabled)
MaxAssociateMum: 32 The range is 0~32

I Submit Cancel

Step 7. Click "eth Config" to enter the "Sub eth port Config" configuration interface, click "Add" to set
LANI1 to be bound to VLAN10, and click 'Submit' to save the configuration.



& Modify Common Profile - Google Chrome — O

A\ Notsecure  192.168.2.1:8080/cgi-binfap _config comment list.asp?param1=1&param2=Default&param3=com..

Basic Info

Profile Name: (Range o1

characters)
Profile Description: (Range=0o-41
characters)
AP speed limit Settings
Enable:
DownstreamSpeedManx: 0.00 Mbps {0~1024 0 unlimited)
UpstreamSpeedMax: 0.00 Mbps (0~1024 0 unlimited)
2.4GCenfig Click to expand >>
5GConfig Click to expand ==

eth Config

Connection type Bridge Vlan




Basic Info

&Y Modify the eth_port - Google Chrome

= O

I\ Notsecure  192.168.2.1:8080/cgi-binfap_eth port config.asp?param1=1&param2...

AP speed lif

2.4GConfig

EGConfig

eth Config

Mode:
Connection type: LAN-1 v
Mode: tag v
Bridge Vlan : 10

{2~4092)

Step 8. Click "Submit" to complete the default template configuration for Common Profile.




& Modify Common Profile - Google Chrome — O x

A\ Notsecure  192.168.2.1:8080/cgi-bin/ap_config comment list.asp?param1=18&param2=Default&param3=com...

Basic Info

Profile Name: (Range: 1to 15

characters)
Profile Description: (Range : 0 to 31
characters)
AP speed limit Settings
Enable:
DownstreamSpeedMax: 0.00 Mbps v (0~1024 0 unlimited)
UpstreamSpeedMax: 0.00 Mbps (0~1024 0 unlimited)
2.4GConfig Click to expand >>
EGConfig Click to expand ==

eth Config
Sub eth

Enable: Connection type Bridge Vlan

5. Status Information

5.1 Device Information

View device model, hardware version, and software version information.Click on the menu "Status ->
Device" as shown in the figure.



@ Status v Status > Device

Device

WAN

AN evice Type: flZol]
@ Net ? RUTech
@ Security >

RHB001GR
PP >

LR LTLIER 449538-R12024031900005
» Management >

- Diagnose 5 lardware Version: R E(J
v00.18
ULRILTS 2 Min 50 Sec

CPU Temperature: i@

LUNELURVER LTS 2 Min 10 Sec

s T
@
-]
=

5.2 WAN

5.2.1 IPv4 Connection Information

View the status of the IPv4 WAN, IP acquisition method, IP address, and subnet mask information. Click on
"Status -> WAN" as shown in the figure.

@ Status v Status > WAN > 1P
Device Pvd Pvé PON Link
WAN
LAN Name Status IP Address Subnet Mask
@ Net > 1INTERNET_R_VID_100 Connected 192.168.11.250 255.255.254.0
® Security >
Name Type Mode
88 APP >
1INTERNET_R_VID_100 Auto DHCP
Management >
% Diagnose 4 Name VLAN/Priority MAC Address
1_INTERNET_R_VID_100 100/0 44:95:3B:1A60:91
Name Default Gateway Primary DNS Secondary DNS
1INTERNET_R_VID_100 192168.10.1 192168.10.1

5.2.2 IPv6 Connection Information


http://192.168.2.1:8080/cgi-bin/sta-network.asp

View the status of the IPv6 WAN, IP address, and gateway information. Click on "Status -> WAN -> IPv6"
as illustrated in the figure below.

@ Status v Status > WAN > IPV6
Device: Pv4  Pve  PON Link
WAN
LAN Name IPv6 Status IPv6 Address IPv6 Default Gateway
& Net >
. Name Type Mode
@ Security >
88 >
8 APP Name VLAN/Priority MAC Address
Management >
. Diagnose > Name IPv6 Primary DNS IPv6 Secondary DNS Prefix

5.2.3 PON Link Connection Information

View the transmit and receive optical power of the device's optical module. Click on "Status -> WAN ->
PON Link " as shown in the figure.

© Status v Status - WAN > PON Link

Device Pva  IPv6  PON Link

WAN

LAN PON Link Info
ehiet ’ Online
® Security >
Y g ine Protocol: [{clel]
88 APP >
[ IR Successful Authenticated

; Management >

- Diagnose > (CTLTES L 11minute33second

support

Disable

GEMPORT100:Disable; GEMPORT129:Disable; GEMPORT146:Disable;

No Alarm

o
g
e
) -
: :
=
2

Performance Statistics

g

8808

LN 68475



5.3 LAN

5.3.1 Ethernet Interface Information

View duplex mode, speed, and status information for each ethernet port. Click on "Status -> LAN" as shown
in the figure.

@ Status v Status » LAN > Ethernet
PEvicE Ethemet  USE  LANPON
WAN
- e
o i e
@ Security >
L LT LI 44:95:3B:1A:60:90

(& Management > Ethernet Interface Status Information Receive Transmit
LAN-1 Disconnected - Down o 0

LAN-2 Connected Full-Duplex 100M 93818 255457

LAN-3 Disconnected - Down [ o

LAN-4 Disconnected - Down o o

LANPON1 Connected Full-Duplex 2500M 644071 601448

m 236604 1259 0 829 89873 608 0 8

5.3.2 USB Interface Information

View the connection status of the USB interface. Click on "Status -> LAN -> USB" as shown in the figure.



@ Status - Status » LAN > USB

Bevice Ethernet  USE  LANPON
WAN
Disconnected
@& Net >
@ Security >
APP >
» Management >
. Diagnose >

5.3.3 LANPON Information

View the connection status, transmit optical power, and receive optical power of the downstream optical
module.Click on "Status -> LAN -> LANPON" as shown in the figure.

@ Status v Status » LAN > LANPON
Device Ethemet  USB  LANPON
WAN
LAN FEC Port
Port Type Register Mode Connection Status TxPower RxPower | Temperature | Current Voitage
Enable Enable
@ Net >
,_ . LANPON1 GPON Disabled Enable Auto Connected 251 dBm -5.77 dBm 3433°C 28.27 mA 326V
@ Security >
38 APP >
Management >

% Diagnose >



6. Device Parameter Configuration

6.1 NET

6.1.1 Broadband Setting

On the network side, the device can work with network equipment to complete user access, I[P address
allocation, and user information authentication management functions, supporting network operations.

On the user side, the device supports enterprise network operation by providing IP address allocation,
address resolution, and other management services.

A.  Support for acquiring IPv4 addresses.
a)  Supports establishing two IPv4 routing network connections simultaneously with consistent service
types and binding relationships. Both connections can acquire IPv4 addresses and be effective at the

same time.

b)  Supports establishing one IPv4 network connection, acquiring an IPv4 address, and supporting [Pv4
applications.

B.  Can automatically enable the corresponding protocol stack based on the type of acquired IP address.

C.  When accessing the internet, it can automatically select the appropriate network connection or enable the
corresponding protocol stack based on the type of the destination IP address.

D.  Supports routing mode, bridge mode, and hybrid bridge-routing mode, all of which can forward [Pv4 packets
simultaneously.

After logging in successfully, click on the menu "Net -> WAN" to enter the broadband settings page, as
illustrated in the figure below.



3y Status

@ Net

> MNet > WAN

i WAN

VLAN Binding
LAN
QoS
Time
Route
@ Security
88 APP
Management

% Diagnose

Transmode: Auto

In automatic mode, the device restarts automatically when the SFP module is switched.

Connection Name:

1 INTERNET_R_VID_100

Mode: Route Enable:
Bearer Service: INTERNET
> Note: Pls re-register VoIP service if changed the voice WAN.
1 Binding Interface: LAN1 LAN3 LAN4
LANPON1
> DHCP Server Enable :
2 LinkMode: IPoE
IP Version: (':JIPvtl 1Pve IPv4/IPvE
® pHCP Automatically obtain an IP address from an ISP.
Static Configure a static IP for you from an ISP.
VLAN Mode: TAG
VLAN ID[1-4094] : 100
802.1p[0-7] : 0

MulticastVLAN ID[1-
4094] -

Parameter description table for Route Mode:

Operatin Configuration o
P g g Parameter description
mode parameters
Transmode Select upstream mode, options include Auto(adaptive), GPON,
XG-PON, XGS-PON, GE/10GE, Ethernet.
Connection Name WAN connection name.
Configurable as a route.
Route mode Mode Route:The PC is assigned an ip by the device and is on the same
LAN.
Bearer Server Optional services including INTERNET/OTHER.
Binding Interface Lan port or Wi-Fi binding.




DHCP Server Enable

DHCP Server startup switch, in routing mode, if you need to
assign ip by the device, you need to turn it on.

Configurable for IPoE or PPPoE.

IPoE:DHCP technology as the core, to realize the IP user session
mechanism and other authentication systems.

LinkMode
PPPoE: Provides access, control and billing functions for users in
a peer-to-peer manner by establishing PPP sessions and
encapsulating PPP messages as PPPoE messages.
IP Version Configurable as [Pv4/IPv6 single stack or [Pv4&IPv6 dual stack.
Configure vlan mode.
TAG:VLAN tags are added when the device sends Ethernet
VLAN Mode frames.
UNTAG:VLAN tags are not added when the device sends
Ethernet frames.
VLAN ID Configure vlan, range:1-4094.
802.1p Configuration priority,range:0-7.
Multicast VLAN ID Configure multicast vlan,range:1-4094.
1) Maximum amount of data that an IP packet can carry over
MTU Ethernet,in bytes,range:1280-1500.
2) Range 1280-1492 when pppoe wan,fixed 1492.
Enable NAT Enabhng address translation and communication between private
and public networks.
Get [Pv6 address type.
IPv6 AddrType SLAAC:stateless configuration.
DHCP:stateful configuration.
Enable PD IPv6 Prefix Proxy switch for assigning address prefixes in IPv6
networks.
Prefix Mode.
Prefix Mode Auto:auto-configuration.
Manual:Manual Configuration.
Prefix Address Prefix address to identify the network or subnet.Used in prefix

mode configured as manual or static wan scenarios

Preferred Lifetime

Preferred Lifetime,range:600 - 4294967295s for prefix mode
configured as manual or static wan scenarios.




Valid Lifetime

Valid Lifetime,range:600 - 4294967295s. Used in prefix mode
configured as manual or static wan scenarios.

DS-Lite Enable

DS-Lite is an IPv4 NAT technology that uses IPv4 over IPv6
tunneling to enable users with IPv4 private addresses to traverse
IPv6 networks to access IPv4 public networks.

IP Address IP address for static wan.
Subnet Mask Subnet mask for static wan.
Default Gateway Gateway to static wan.

Primary DNS Server

Primary DNS servers for static wan.

Secondary DNS Server

Secondary DNS servers for static wan.

IPv6 AddrType IPv6 AddrType for static wan,only configure static.
IPv6 Address IPv6 address for static wan.

IPv6 Default Gateway IPv6 gateway to static wan.

Primary IPv6 DNS Server IPv6 primary DNS servers for static wan.
Secondary  IPv6  DNS IPv6 secondary DNS servers for static wan.

Server

UserName Dial-up username for pppoe wan.

Password Dial-up password for pppoe wan.

Service Name Service Name for pppoe wan.

Enab_l N . PPPO.E A network connection that combines the features of routing and
Routing/Bridge Hybrid S

Mode bridging modes for pppoe wan.

Parameter description table for Bridge Mode:

Operatin Configuration s
P g g Parameter description
mode parameters
Transmode Select upstream mode, options include Auto(adaptive), GPON,
XG-PON, XGS-PON, GE/10GE, Ethernet.
Connection Name WAN connection name.
" q Configurable as a bridge.
Bridge Mode | Mode Bridge:The PC is assigned ip directly by the upper layer
server,without going through the device.
Bearer Server Optional services,including INTERNET/OTHER.
Binding Interface Lan port or Wi-Fi binding.




DHCP Server Enable DHCP Server startup switch,automatically turned off when server
is configured as other.
IP Version Configurable as [IPv4/IPv6 single stack or IPv4&IPv6 dual stack.
Bridge Mode Configurable as IP_Bridged or PPPoE_Bridged.
DHCP Transparent DHCP Relay .pr0V1des t.ransparent transmit of DHCP broadcast
. messages,and is automatically checked when server is configured
Transmit
as other.
Configure vlan mode.
TAG:VLAN tags are added when the device sends Ethernet
frames.
VLAN Mode UNTAG:VLAN tags are not added when the device sends Ethernet
frames.
TRANSPARENT:When the device sends an Ethernet frame,it does
not do any processing and forwards it directly.
VLAN ID Configure vlan,range:1-4094.
802.1p Configuration priority,range:0-7.
Multicast VLAN ID Configure multicast vlan,range:1-4094.

Note:

® Routing WAN Mode: Used as a gateway device. The ONU's IP address can be obtained via DHCP, Static, or

PPPoE. IP addresses for downstream user-side devices are obtained through the device's DHCP pool or

manually set.

®  Bridge WAN Mode: The gateway WAN does not obtain an IP address from upstream devices and cannot

have a static IP address manually set. It acts as a transparent device without processing data. IP addresses for

downstream user-side devices can be obtained via DHCP, PPPoE, or manual setting.

DHCP: Dynamically acquires IP addresses.

Static:Manually sets IP addresses, requiring input of IP address, subnet mask, preferred DNS, alternate DNS,

and default gateway.
®  PPPoE:Uses PPPoE dial-up method.

6.1.1.1 Adding Network Connection Settings




Step 1: Select the operation type and choose to create a new connection in the connection name field as
illustrated in the figure below.

&) Status > Net > WAN
@ Net i WAN
VLAN Binding Transmode: Auto

In automatic mode, the device restarts automatically when the SFP module is switched.

LAN
P Connection Name: 1_INTERNET_R_VID_100 .
QoS
Time Mode: Route Enable:
Route Bearer Service: INTERNET
® Secua’ity > Note: Pls re-register VoIP service if changed the voice WAN.
Binding Interface: LAN1 LANZ LAN3 LAN4
58 APP > "
LANPON1
Management > DHCP Server Enable :
t%» Diagnose > LinkMode: IPoE
IP Version: ®ipv4 IPv6 IPv4/1PvE
® DHCP Automatically obtain an IP address from an ISP,
Static Configure a static IP for you from an ISP.
VLAN Made: TAG
VLAN ID[1-4094] : 100
802.1p[0-71 : 0

MulticastVLAN ID[1-
4094] :

Step 2: Choose the connection mode.
The terminal device supports two connection modes: bridge and route, as illustrated in the figure below.
Example 1: Adding a Bridge Other VLAN 5 WAN

Step:

1.After selecting Bridge in the connection mode, as illustrated in the figure below.



€ Status
@ Net
WAN
VLAN Binding
LAN
Qos
Time
Route

@ Security

APP
Management

- Diagnose

2. Set the relevant parameters and click "Submit" to complete the configuration as illustrated in the figure below.

Net > WAN

WAN

In automatic mode, the device restarts automatically when the SFP module is switched.

Connection Name: New WAN Connection

Mode: Enable:
Bearer Service: INTERNET
Note: Pls re-register VoIP service if changed the voice WAN.
Binding Interface: LANL LAN2 LAN3 || LAN4
LANPON1
DHCP Server Enable :
1P Veersion: @Pv4 TPv6  IPV4/IPYG
Bridge Mode: PPPOE Bridged
DHCP Transparent
Transmit:
VLAN Mode: TG

VLAN ID[1-4094] :

802.1p[0-71: 0

MulticastVLAN ID[1-
4094]



{3y Status > Net > WAN

@ Net v WAN
WAN
Transmode: Auto i
VLAN Binding

In automatic mode, the device restarts automatically when the SFP module is switched.

LaN Connection Name: New WAN Connecticn .

QoS
Mode: Bridge Enable:
Time
Bearer Service: INTERNET
Route
Note: Pls re-register VoIP service if changed the voice WAN.
© Security ? Binding Interface: LAN1 LAN2 LAN2 [ | LAN4
APP > LANPONL
DHCP Server Enable :
Management >
IP Version: @[Pv4 TPv6 TPv4/IPv6
% Diagnose > ;
Bridge Mode: IP_Bridged
DHCP Transparent
Transmit:
VLAN Mode: TAG
VLAN ID[1-4094] : 5
802.1p[0-7] : 1)

MulticastVLAN ID[1-
4004] :

m s

—

Example 2: Adding a Route Internet PPPoE VLAN 3 WAN Connection

Step:

1.After selecting Route in the connection mode, as illustrated in the figure below.



) Status
& Net
WAN
VLAN Binding
LAN
QoS
Time
Route
@ Security

APP

=y Management

. Diagnose

Net > WAN

WAN

Transmode:

Auto v

In automatic mode, the device restarts automatically when the SFP module is switched.

Connection Name:

Mode:

Bearer Service:

Binding Interface:

DHCP Server Enable :

LinkMode:

IP Version:

VLAN Mode:

VLAN ID[1-4094] :

802.1p[0-7] :

MulticastVLAN ID[1-
4004] :

MTU[128-1492] :

Enable NAT:

New WAN Connection ™

Route W | Enable:

INTERNET

Note: Pls re-register VoIP service if changed the voice WAN.
LANT LANZ LAN3 LAN4
LANPON1
PPPoE

®ipva IPve | IPv4/IPVE

TAG v

1492

2. Configure the relevant parameters as illustrated in the figure below.



€ Status > Met > WAN

@ Net N WAN
WAN { "
Bearer Service: INTERNET
VLAN Biidfitig Note: Pls re-register VoIP service if changed the voice WAN.
LAN Binding Interface: LANL LANZ LAN3 LANS
LANPON1
QoS
DHCP Server Enable :
Time
LinkMode: PPPOE
Route o
IP Version: (®IPv4 IPv6 IPv4/IPv6
Security >
VLAN Mode: TAG
3 APP ;
% Management > VLANIDE099 ¢ 3
Y- Diagnose " 802.1p[0-7] : 0
MulticastVLAN ID[1-
4094] :
MTU[128-1492] : 1492
Enable NAT:
UserName: test
Password: ==

Service Name:
Enable PPPoE

Routing/Bridge Hybrid
Mode:

o

3. Click "Submit" to complete the addition.

6.1.1.2 Modifying Network Connection Settings

The content required for modifying a network connection is the same as when adding one, so only the key
steps are described here.

Step 1: In the connection name field, select the connection you want to modify.For example, to modify the
connection named "2 INTERNET R _VID_ 3", select this connection for modification as illustrated in the figure
below.



€3 Status
@ Net
WAN
VLAN Binding
LAN
QoS
Time
Route
@ Security
ao APP
i2r Management

Y Diagnose

MNet » WAN

WAN

Transmode:

In automatic mode, the device restarts automatically when the SFP module is switched.

Connection Name:

Mode:

Bearer Service:

Binding Interface:

DHCP Server Enable :

IP Version:
Bridge Mode:

DHCP Transparent
Transmit:

VLAN Mode:
VLAN ID[1-40%4] :

802.1p[0-7] :

MulticastVLAN ID[1-
4094] ;

2 INTERNET_B VID_3 n

1 INTERNET_R_VID 100
R D Enable:

INTERNET

Mote: Pls re-register VoIP service if changed the voice WAN.
LANL LANZ LAN3 LAN4
LANPON1

@IPvd | TPvE | TPv4/IPvE

PPPoE_Bridged

TAG

m St

Step 2: Modify the corresponding parameters; all parameter names are consistent with those used when

adding a connection.



2 Status > Net » WAN

@ Net “ WAN
VLAN Binding Transmode: Auto .
LAN In automatic mode, the device restarts automatically when the SFP module is switched.
QoS Connection Name: 2 INTERNET B_VID 3 n
O
Time Mode: Route Enable:
Route Bearer Service: | orHeR
© Security > Note: Pls re-register VoIP service if changed the voice WAN,
Binding Interface: LANL LAN2 LAN3 LAN4
oo APP >
LANPON1L
ek Management > DHCP Server Enable :
J» Diagnose > LinkMode: PPPOE
IP Version: @1Pvd Pv6 TPv4/IPv6
VLAN Mode: TAG
VLAN ID[1-4094] : 3
802.1p[0-7] : o]
MulticastVLAN ID[1-
4094] :
MTU[128-1492] : 1492
Enable NAT:
UserName:
Password:

Step 3: Click "Submit" to complete the modification as illustrated in the figure below.



%} Status bl Net » WAN

@ Net < WAN
VLAN Binding Note: Pis re-register VoIP service if changed the voice WAN.
LAN Binding Interface: LAN1 LAN2 LAN3 LANS4
o LANPON1
Qos
DHCP Server Enable :
Time
LinkMode: PPPOE
Route
g IP Version: @4 IPve  TPuAfIPYG
2 Security >
VLAN Mode: TAG
56 APP >
. VLAN ID[1-4094] : 3
+ Management 2
. Diagnose N 802.1pl0-7] : [
MulticastVLAN ID[1-
40047 :
MTU[128-1492] : 1492
Enable NAT:
UserName: et
Password:

Service Name:
Enable PPPoE
Routing/Bridge Hybrid

Mode:

Cancel

6.1.1.3 Deleting Network Connection Settings

Step 1: Select the connection you wish to delete, such as the network connection "2 INTERNET R _VID 3"

as illustrated in the figure below.



£ Status
& Net
WAN
VLAN Binding
LAN
QoS
Time
Route
@ Security
33 APP
©» Management

» Diagnose

Net > WAN

WAN

Transmode:

Auto ™

In automatic mode, the device restarts automatically when the SFP module is switched.

Connection Name:

Mode:

Bearer Service:

Binding Interface:

DHCP Server Enable :
LinkMode:

IP Version:

VLAN Mode:

VLAN ID[1-4094] :

802.1p[0-7] :

MulticastVLAN ID[1-
4004] :

MTU[128-1492] :

Enable NAT:

|
‘ 2 INTERNET R VID 3 v | u
|
1_INTERNET_R_VID_100
2 INTERNET_R VID 3 nable:

INTERMET .

Note: Pls re-register VoIP service if changed the voice WAN.
LANT LANZ LAN3 LAN4
LANPONT
PPPoE v

®IPv4 _1Pv6 | TPv4/IPvE

TAG

1492

Step 2: Click the "Delete" button as illustrated in the figure below.



&3 Status > Net > WAN

& Net . i
WAN
VLAN Binding Transmode: Auto 5
LAN In automatic mode, the device restarts automatically when the SFP module is switched.

Connection Name: 2 INTERNET_R_VID_3
QoS
Time Mode: Route Enable:
Route Bearer Service: INTERMET
@ Security > Note: Pls re-register VoIP service if changed the voice WAN.
APP 1 Binding Interface: LAN1 LAN2 LAN3 LAN4
LANPON1
Management ? DHCP Server Enable :
- Diagnose > LinkMode: PPPoE
IP Version: ®@1pya IPvb IPv4/IPvE
VLAN Mode: TAG
VLAN ID[1-4094] : 3
802.1p[0-71 : 0
MulticastVLAN ID[1-
4094] :
MTU[128-1492] : 1492
Enable NAT:

6.1.1.4 Port Binding

Port Binding Definition: Bind the device's hardware interfaces (including LAN1-LAN4) to service type
groups (including Internet) based on the requirements of end users or operators.

Binding steps:

Step 1: Click on the menu "Net -> WAN" as illustrated in the figure below.



@ Status > Net > WAN

@ Net ¥ WAN
WAN
VLAN Binding Transmode: Auto
LA In automatic mode, the device restarts automatically when the SFP module is switched.
QoS Connection Name: 2_INTERNET_R_VID_3
Time Mode: Route Enable:
Route Bearer Service: INTERNET
® Security > Note: Pls re-register VoIP service if changed the voice WAN.
APP N Binding Interface: LANL LAN2 LAN3 [ | LAN4
LANPON1
Management > DHCP Server Enable :
% Diagnose > LinkMode: PPPoE
IP Version @IPva V6 IPV4/IPVG
VLAN Mode: TAG
VLAN D[1-4094] : 3
802.1p[0-7] : o
MulticastVLAN ID[1-
4094
MTU[128-1492] : 1492
Enable NAT:

Step 2: Select the port you need to bind from the port binding items as illustrated in the figure below.



) Status > MNet > WAN

Lo

@ Net “ Wik
WAN
VLAN Binding Transmode: Auto

LAN In automatic mode, the device restarts automatically when the SFP module is switched.

Qos Connection Name: 2_INTERNET_R_VID 3 v

Time Mode: Route ~ | Enable:
Route Bearer Service: INTERNET
()] Security > Note: Pls re-register VoIP service if changed the voice WAN.
APP 5 Binding Interface: LANT LANZ
LANPON1
2> Management ? DHCP Server Enable :
. Diagnose > LinkMode: PPPoE
IP Version: ®ipv4 1PV [Pv4/IPvb
VLAN Mode: TAG
VLAN ID[1-4094] : 3
802.1p[0-7] : 0
MulticastVLAN ID[1-
4094] :
MTU[128-1492] : 1492
Enable NAT:

6.1.1.5 Selecting Transmission Mode

Step 1: Manually select the upstream mode from Auto, GPON, XG-PON, XGS-PON, GE/10GE, Ethernet.



@ Status > Net > WAN

@ Net N WAN
WAN
VLAN Binding Transmode:

i i
LAN In automatic mode, the d GPON Iy when the SFP module is switched.

Connection Name: ol [+ ] =]
QoS XGS-PON

GE/10GE

Time Mode: Ethernet Enable:
Route Bearer Service: INTERNET
@ Security > Note: Pls re-register VoIP service if changed the voice WAN.
APP . Binding Interface LANL LAN2 LAN3 [ LAN4
LANPONL
Management > DHCP Server Enable :
tJ» Diagnose > LinkMode: PPPOE
1P Version: @Pvd 1Py IPV4/IPVG
VLAN Mode: THG
VLAN ID[1-4094] : 3
802.1pl0-7] 1 0
MulticastVLAN ID[L-
4004] :
MTU[128-1492] : 1492
Enable NAT:

Step 2: Click the switch button. After clicking the switch button, as illustrated in the figure below. Click
"OK" to reboot the device.



@ Status >
@ Net v
WAN
VLAN Binding
LAN
Qos
Time
Route
@ Security
88 APP
Management >

» Diagnose >

Net > WAN

Transmode; GPON

In automatic mode, the device restarts automatically when the SFP module is switched.

2 INTERNET_R_VID_3

Mode: Route Enable:

Connection Name:

Bearer Service: INTERNET

Note: Pls re-register VoIP service if changed the voice WAN,
Binding Interface: LAN1 LAN2 LAN3 LAN4
LANPON1

DHCP Server Enable :

LinkMode: PRROE
1P Version: (O 1Pv6 IPv4/IPv6
VLAN Mode: TAG

VLAN ID[1-4094] : 3

802.1p[0-7] : 0

MuiticastVLAN ID[1-

4094]

MTU[128-1492] : 1492

Enable NAT:

After clicking the switch button, as illustrated in the figure below.Click "OK" to reboot the device.

192.168.2.1:8080 says

Are you sure to change transmode and restart the CPE ¢

6.1.2 VLAN Binding Setting

When "VLAN binding" is selected, the VLAN pair of the port is bound; you can perform VLAN binding
operations, and the value of VLAN is set in the form of m1/n1 VLAN pair, where m1 represents the VLAN on the
user side, and nl represents the VLAN on the outgoing interface. In VLAN configuration, multiple groups of
VLAN pairs are separated by semicolons. If you select "Port Binding", you don't need to configure the VLAN pair,

and use the VLAN configured in "Broadband Settings".

Click on the menu "Net -> VLAN Binding" to enter the VLAN binding page as illustrated in the figure

below.



© Status > Net > VLAN Binding

@ Net v Binding Mode
WAN

R You can perform VLAN binding operations, with VLAN values set in m1/n1 VLAN pairs, where m1 represents the VLAN on the LAN side, n1 represents the VLAN on the WAN side, and
16cng, multiple sets of VLAN pairs are separated by semicolons. Multiple LAN VLAN bindings to the same WAN VLAN are not allowed in a LAN port.

LAN
Port Binding Mode
QoS
Time LANT Port Binding B
Route LANZ Port Binding ~
@ Security > LAN3 Port Binding .
APP > LAN4 Port Binding .
Management > LANPON1 Port Binding .
% Diagnose >

Step 1: Click the port that requires VLAN binding configuration, and set the binding relationship between
the port and the VLAN, as illustrated in the figure below.

@ Status > Net > VLAN Binding
@ Net g Binding Mode
WAN

You can perform VLAN binding operations, with VLAN values set in m1/n1 VLAN pairs, where m1 represents the VLAN on the LAN side, n1 represents the VLAN on the WAN side, and
multiple sets of VLAN pairs are separated by semicolons. Multiple LAN VLAN bindings to the same WAN VLAN are not allowed in a LAN port

LAN
Qos Port Mode VLAN P;
o
Time LAN1 Port Binding B
Route LAN2 Port Binding .
@ Security > LAN3 Port Binding .
APP > LAN4 Port Binding B
Management > LANPON1 Port Binding B
i Port:
% Diagnose > or
Port Mode:

inding

Port Binding

Step 2: Configure the bound VLAN pairs and click "Apply" to complete the configuration as illustrated in
the figure below.



() Status > Net > VLAN Binding

ding Mode

You can perform VLAN binding operations, with VLAN values set in m1/n1 VLAN pairs, where m1 represents the VLAN on the LAN side, n1 represents the VLAN on the WAN side, and
multiple sets of VLAN pairs are separated by semicolons. Multiple LAN VLAN bindings to the same WAN VLAN are not allowed in a LAN port,

Port inding Mode VLAN Pair
Qos
Time LANL Port Binding -
Route LAN2Z Port Binding B
@ Security > LAN3 Port Binding -
APP > LAN4 Port Binding B
Management 5 LANPON1 Port Binding .
. Port: LANL
Diagnose >
Port Mode: VLAN Binding
VLAN Pair: s
Cancel
© Status > Net > VLAN Binding
@ Net ¥ Binding Mode
WAN

You can perform VLAN binding operations, with VLAN values set in m1/n1 VLAN pairs, where m1 represents the VLAN on the LAN side, nl represents the VLAN on the WAN side, and
multiple sets of VLAN pairs are separated by semicolons. Multiple LAN VLAN bindings to the same WAN VLAN are not allowed in a LAN port.

LAN
Port g Mode
Qos
Time LANL VLAN Binding st
Route LAN2 Port Binding .
@ Security > LAN3 Port Binding .
APP > LAN4 Port Binding .
Management > LANPON1 Port Binding ~
» Diagnose 3

Do not bind user-side VLANs to a WAN port if multiple VLANS are associated with the same WAN port.

6.1.3 LAN Setting

6.1.3.1 IPv4 Setting



& Status > Net » LAN > IPv4

IPv4  IPv6  Home NetworkNaming  DNS Relay

You can perform those LAN setting operations below:

1.Enable or Disable DHCP Serivice on LAN side and change the DHCP lease time by 1 min_ lhour, lday or 1 week.
2.Change LAN IP address range.
3.Change LAN DHCP mode (DHCP Server or relay).

Time 1P Address 19216821
Reute Subnet Mask: 255.255.255.0
© Security > Disable DHCP Server Enabled Option60
98 APP > @ Enable DHCP Server ' Enable DHCP Relay Device Type:
Management > 1P Pool Stafting 192.168.2.2 192168.2.2

Address:

% Diagnose > IP Pool Ending 192.168.2.254 1921682101
Address
Lease Time: 1Day

® [P Address: Enter the IP address of the LAN port of the terminal. The default is 192.168.2.1, and LAN users
can manage the terminal through this IP address .

[} Subnet Mask: Enter the subnet mask of this terminal for the LAN. By default, the class C IP address
corresponds to the subnet mask 255.255.255.0.

®  Enable DHCP server : Configure the range of [P addresses automatically obtained by various terminals. By
default, it is enabled.

®  [ease time: The default is 1 day, which can be manually modified to 1 minute, 1 hour, or 1 week.

Note: When users are using it, they can enlarge the initial and initial address pools according to actual needs, so as

to increase the number of users who can automatically obtain IP addresses and access the network.

The basic operation steps are as follows:

Step 1: Click on the menu "Net -> LAN" as illustrated in the figure below.



@ Status > Net » LAN » TPva

@ Net w IPv4 D6 HomeNetwork Naming  DNS Relay
WAN
VLAN Binding You can perform those LAN setting operations below:

1Enable or Disable DHCP Serivice on LAN side and change the DHCP lease time by 1 min_ 1hour. 1day or 1 week.
2.Change LAN IP address range.

3.Change LAN DHCP mode (DHCP Server or relay).

Qos
Time 1P Address 19216821
Routs Subnet Mask: 255.255.255.0
@ Security > Disable DHCP Server Enabled Options0
APP > @ Enable DHCP Server Enable DHCP Relay Device Type:
Management > IP Pool Starting 19216822 192.168.22
Address;
t» Diagnose > IP Pool Ending 1021682254 192.168.2101
Address
Lease Time: 1Day

Step 2: Modify DHCP parameters such as start IP address, end IP address, lease time, and click "Save".

© Status > Net » LAN > IPva
@ Net v v | IP6  HomeNetworkNaming  DNS Relay

WAN

VLAN Binding You can perform those LAN setting operations below:

i 1Enable or Disable DHCP Serivice on LAN side and change the DHCP lease time by 1 min, Lhour, lday or 1 week.
2.Change LAN IP address range.

3.Change LAN DHCP mode (DHCP Server or relay).

Qos
Time IP Address 19216821
Route Subnet Mask: 255.255.255.0
® Security > Disable DHCP Server Enabled Option60
APP > @ Enable DHCP Server ' Enable DHCP Relay Device Type:
MEnEgeTEnt ’ 1P Poo) Starting 19216822 192.168.22
Address
. Diagnose > 1P Pool Ending pp— R
Address:
Lease Time: 1Day

Enable the manual DNS server function, configure the specified DNS server address, and click




@ Status > Net > LAN > DNS Relay

@ Net G P4 IP6  Home NetworkNaming  DNS Relay

WAN
1Pv4 DNS Relay

VLAN Binding Hiode -
QoS Secondary
DNS: 168.95.12

.

Route
@ Security >
38 APP >

Management > 1Pv6 DNS Relay

. Mode: @Auto  Manual

% Diagnose >

6.1.3.2 IPv6 Setting

6.1.3.2.1 RA Setting (SLAAC)

Click on the menu "Net -> LAN -> [Pv6" as illustrated in the figure below.

& Status > Net » LAN > 1Pvé
@ Net % Pv4  IPv6  Home Network Naming  DNS Relay
WAN

Apv6 address (for which the preferred lifetime is expired, but the valid lifetime is not expired) can be used for already existing connections and for receiving new connections, but not

VLAN Binding for initiating new connections with that ipv6 address as source address.

RA Setting

Qos

SLAAC Enable

Time
@ Security > LAN
98 APP > DHCPV6 Server: Enable

Management > Mode Auto Set Prefix And DNS Set
» Diagnose >
2 g DNS Server S—
Source:

6.1.3.2.1.1 Auto mode

On the IPv6 Configuration page, under RA Setting, set the RA Mode to "Auto", select the corresponding

WAN for Prefix Source, and click "Save" to complete the configuration, as illustrated in the figure below.



) Status > Net > LAN > IPv6
& Net ¥ IPva | IPv6 | HomeNetwork Naming  DNS Relay

WAN
Alpv6 address (for which the preferred lifetime is expired, but the valid lifetime is not expired) can be used for already existing connections and for receiving new connections, but not

for initiating new connections with that ipv6 address as source address.

VLAN Binding
RA Setting
Qos
SLAAC: Enable
Time
RA Mode: Auto
Route
(o] Secl“'ity s Prefix Source: 2_INTERNET_R_VID_3
Enable M Flagd Enable O Fla
APP > ofd g
Management > “
Q- Diagnose > LAN

DHCPV6 Server: Enable

Mode: Auto Set Prefix And DN Ser
DNS Server .
e HGWProxy

6.1.3.2.1.2 Manual Mode
On the IPv6 configuration page, under RA Setting, select the configuration mode as "Manual"; fill in the

corresponding parameters and click "Save" to complete the configuration as illustrated in the figure below.

4 Status > Net 5 LAN > IPvE
® Net L v V6 | HomeNetworkNaming  DNS Relay
WAN Aipv6 address (for which the preferred lifetime is expired, but the valid lifetime is not expired) can be used for already existing connections and for receiving new connections, but not
for nitiating new connections with that ipv6 address as source address.
VLAN Binding
QoS SLAAC: Enable
e RA Mode:
Route
. Prefix: 3fferSOLFFHF:100: s
Security >
PrefixLength: | 64 (1664
% app N g 116- 64]
Preferred ~
S Wamagesment 3 i 3600 1600 - 4254967295 S
» Diagnose > Valid Lifetime: | 7200 *[600 - 4294967295 ]

Enable M Flag [ Enable O Flag

RA Minimum

Interval: 200 s

IRA Maximum 500 *[4-18005]
nterval:
LAN

DHCPVE Server: Enable

Mode: Auto Set Prefix And DNS Set
DNS Server JrE—
Source:

6.1.3.2.2 DHCPv6 Setting



Click on the menu "Net -> LAN -> [Pv6" as illustrated in the figure below.

© Status > Net > LAN > IPV6
@ Net v IPv4  IPv6  HomeNetworkNaming  DNS Relay
WAN
Aipv6 address (for which the preferred lifetime is expired, but the valid lifetime is not expired) can be used for already existing connections and for receiving new connections, but not
VLAN Binding for initiating new connections with that ipvé address as source address.
RA Setting
Qos
SLAAC: Enable
Time
@ Security > LAN
93 APP > DHCPV6 Server: Enable
Management > Mode: Auto Set Prefix And DNS Ser
. Diagnose > t
2 Diag DN Server ey
Source:

6.1.3.2.2.1 Auto Set Prefix and DNS Server
On the IPv6 setting page, under DHCP configuration, select the configuration mode as "Auto Set Prefix And
DNS Server". Choose the "DNS Server Source" from HGWProxy, Static, or WAN, select the corresponding mode,

and click "Save" to complete the configuration as illustrated in the figure below.

@ Status > Net > LAN > IPv6
@ Net g Pv4  IPv6  Home Network Naming  DNS Relay
WAN
Aipv6 address (for which the preferred lifetime is expired, but the valid lifetime is not expired) can be used for already existing connections and for receiving new connections, but not
VLAN Binding for initiating new connections with that ipvé address as source address.
RA Setting
QoS
SLAAC: Enable
Time
@ Security > LAN
98 APP > DHCPV6 Server: Enable
Managemem 2 Mode: Auto Set Prefix And DNS Ser
%» Diagnose >
’» Diagf DN Server .
Source:

6.1.3.2.2.2 Auto Set DNS Server
On the IPv6 setting page, under DHCP configuration, select the configuration mode as "Auto Set DNS
Server". Choose the "DNS Server Source" from HGWProxy, Static, or WAN, select the corresponding mode, and

click "Save" to complete the configuration as illustrated in the figure below.



@ Status > Net > LAN > IPV6

@ Net k2 IPv4  IPv6  HomeNetworkNaming  DNS Relay
WAN
Aipv6 address (for which the preferred lifetime is expired, but the valid lifetime is not expired) can be used for already existing connections and for receiving new connections, but not
VLAN Binding for initiating new connections with that ipv6 address as source address.
S ity
Qos
SLAAC: Enable
Time
@ Security > LAN
APP > DHCPV6 Server: Enable
Management 4 Mode: Auto Set DNS Server
© Dia >
2 Diagnose DN Server oy
Source:

Static
2_INTERNET_R VID_3

6.1.3.2.2.3 Manual Mode

On the IPv6 setting page, under DHCP configuration, select the "Mode" as "Manual", fill in the

corresponding parameters, and click "Save" to complete the configuration as illustrated in the figure below.

2} Status > Net > LAN > IPv6
® Net v IPvd | IPve | Home NetworkNaming  DNS Relay
wan
Aipv6 address (for which the preferred lifetime is expired, but the valid lifetime is not expired) can be used for already existing connections and for receiving new connections, but not
VLAN Binding for initiating new connections with that ipvé address as source address.
S -
Qos
SLAAC: Enable
Time
Security > LAN
58 APP 5 DHCPV6 Server: Enable
& Management 3 e Manual
» Diagnose > Allocation
Address Address Pool Format
Format:
Prefix 2000: "
Prefix Length: | 64 116 - 64]
E’ef”’ef’ 3600 *[60 - 4294967295 S]
ifetime:
Valid Lifetime: | 7200 *160 - 4294967295 5]
Primary DNS: | 200:10:1 -
Secondary 7
e 200:10:2

6.1.4 QoS Setting



As the data hub of home network and external network, it can classify uplink data flows according to
user-side ports (including wired and wireless interfaces) and service discovery results, and perform QoS adaptation
for different data flows.

QoS configuration mainly consists of four parts: QoS enabling, QoS queue configuration, QoS rule
configuration, and traffic control.

6.1.4.1 QoS Enabing

To enable QoS, click on the menu "Net -> QoS", check the box to enable QoS, and then click the "Submit"
button as illustrated in the figure below.

3 Status > Net > QoS > QoS
@ Net x> QoS DownlinkQos
waN
Rule Template TROSS VOIRIPTVINTERNET
VLAN Binding
Enable QoS
LAN
o
(0,8192-1000000000)bps
Time
Queue Discipline: @PQ  WRR | CAR
Route Enable DSCP Flag:
Security > Enable 802.1P Flag: 0Fiag
 Management ’ Queue Priority Enable
. 5 >
Diagnose e a
@ 2
@ 3
% 4
s 5
Q6 5
Q@ 7
Q8 8

6.1.4.2 Qos Queue Configuration

Step 1: Click on the menu "Net -> QoS" and then click the "Enter the Classification Page" button to enter the
queue configuration page as illustrated in the figure below.



3 Status > Net » QoS » QoS

® Net - QoS DownLinkQoS
wan
Rule Template TROSS VOIRIPTVINTERNET
VLAN Binding
Enable QoS
LAN
o
(0,8192-1000000000)bps
Time
Queue Discipline: @PQ (/WRR [ ICAR
Route Enable DSCP Flag:
5 Security > Enable 802.1P Flag: 0Fiag
} Management ¥ Queue Priority Enable
U >
Diagnose a N
Q 2
Q3 3
& 4
3 5
QB 6
Q7 7
QB 8

6.1.4.3 QoS Classification Configuration

Step 1: Enter the QoS queue parameter configuration as illustrated in the figure below.

3 Status > Net + QoS » Clasificaion Edit
et N Classification Edit

WAN

VLAN Binding

Service Name Queue Modify Detere
LAN
. &

Route
® Security " Classification Queue
%3 APP >
@ Management >

Step 2: Configure the corresponding type and parameter values, and click the "Submit" button as illustrated
in the figure below.



2} Status > Net » QoS > Classification Edit

@ net v Classification Edit a
WAN
VLAN Binding
Service Name Queue Modify Detee Ada
LAN
: &
: «»
Route
Secur “y > Classification Queue DSCP/TC Value 802.1p Value Add Type Modify Delete a
) Management >
% Diagnose > Min Max Protocol Modify Deteie
Classification| oo
Min 100
Max 200
Protocol Type: TP
™ -

Note: New configurations must be consistent with existing configuration item types.

6.1.4.4 Qos Configuration Example

FTTR acts as a data hub between corporate networks and external networks, capable of classifying data
streams based on user-side ports (including wired and wireless interfaces) and service discovery results, adapting

QoS for different data streams.



Video Server Web Server

Internet

2M
RH8001GR
VOIP Video Web
TEL PC1 PC2
192.168.2.78 192.168.2.79

Refer to the connection environment in the above figure. This FTTR has a bandwidth of 2Mbps. At this time,
PC2 is browsing web pages and downloading files, while a phone call is in progress. PC1's online video viewing
could affect VOIP communication quality. In this scenario, QoS will take effect to ensure voice communication
quality. Follow these steps:
Step 1: Click on "Net -> QoS" to enter the QoS configuration page, select the PQ scheduling mode, and click
apply to save as illustrated in the figure below.



3 Status > Net » QoS » QoS

@ Net ¥ QoS DownLinkQoS
WaN
Rule Template TROGS VOIRIPTVINTERNET-
VLAN Binding
Enable QoS
LAN
0
(0,8192-1000000000)bps
Time
Queve Discipline: WRR I CAR
Route Enable DSCP Flag:
Security > Enable 802.1P Flag: 0Fiag
88 APP >
» Management > Enable
[N >
Diagnose o 2
Q@ 2
@ 3
% 4
s 5
3 5
Q7 7
QB 8

Step 2: Click into the classification edit page to enter the QoS queue parameter configuration as illustrated in

the figure below.

3 Status > Net » Qos > QoS
® Net ¥ Qo5 DownlinkQos
WaN
Rule Template: TROG3 VOIRIPTVINTERNET-
VLAN Binding
Enable QoS
LAN

o

Time

(0,8192-10000000003bps

Queue Discipline: @PQ (JWRR [ CAR
Route Enable DSCP Flag:
® Security > Enable 802.1P Flag: 0 flag
{s Management 2 Queue Enable
» Diagnose > o s

@ 2
@ 3
% 4
QB B
QB 6
Q7 7
QB 8




Step 3: Configure VOIP to use Priority Queue 1, click "Add Type" to enter configuration, as illustrated in the

figure below.

 Status > Net > Qos » Clasificaion Edit
O et - Classification Edit a
WAN

VLAN Binding
Service Name Queue Modify Detere
LAN
: &

2 «»

Route

Security > Classification Queue DSCP/TC Value 802.1p Value Add Type Modify Delete u
sk s ) 0 0 S @
) Management >

» Diagnose > Classification Type Min Max Protocol Modify _—

Classification

WANInterface

Queue

Interface LINTERNET R VID_S

Protocol Type: e

Step 4: Configure PC1's parameters and click "Add & Submit" to add a new type as illustrated in the figure

below.
 Status > Net + QoS » Clasification Edit
O Net - Classification Edit
WAN
VLAN Binding
Service Name Queue Modify Detete
LAN
L (=)
i 2 &
Route
Security > Classification Queue DSCP/TC Value 802.1p Value Add Type Moty -
} Management > 5 P i n
Y- Diagnose >

Configure PC1 parameters, click "Submit" and "Submit" to add a new type, as illustrated in the figure below.



o Status > Net » QoS > Classification Edit

@ net - Classification Edit
WAN
VLAN Binding
Service Name Queue Modity Detete
LaN
: (=)
Tine 2 ==
Route
Security N Classification Queue DSCP/TC Value 802.1p Value Add Type Modity Dt n
2 AP 5 : 0 0 &D
» Diagnose >
Classification Type Min Max Protocol Modify Duie
Classification
Quece S0
Min 192.168.1.78
Max 192168179
Protocol Type: e

m o

Step 5: Configure PC2 to use priority queue 3, click add type, and enter the configuration as illustrated in the

figure below.

3 Status > Net > Qos > Classification Edit
O et N Classification Edit a
WAN
VLAN Binding
Service Name Queue Modify Detere Add
LAN
i (=)
Route
Security > DSCP/TC Value 802.1p Value — u
88 APP > 1 0 0
» Management > 2 0 0
» Diagnose > 3 0 7

Configure PC2's parameters and click "Submit" and "Submit" to add a new type as illustrated in the figure

below.



23 Status > Net > QoS > Classification Edit

@ Net v Classification Edit a
WAN
VLAN Binding
Service Name Queue Modify Dete saa
LAN
: &
2 «»
Route
Secur \(y > Classification Queue DSCP/TC Value 802.1p Value Add Type Meodify Delete u
- ; ! 0 o o &
Classification Type Min Max Protocol Modify e
Classification s
Min 192.168.1.88
Max 192.168.189
Protocol Type: AL

After completing the configuration, click "Submit" to save and enable the current settings, making the QoS
function effective.

6.1.5 Time Setting

This section implements manual setting of the terminal time, or synchronization with the time server.

Step 1: Click on the menu "Net -> Time" as illustrated in the figure below.



> Net > Time

Time Server

WAN
. o Automatic
VLAN Binding Synchronization Network
Time Server:
LAN
System Date&Time: 2025VYear3Month11Day 1:54
Qos
Interface: INTERNET
Primary SNTP Server: Other 0.000
Route
N : Secondary SNTP Server:  Other 0.000
@ Security >
9 APP . Sync Interval: 86400 s
Management >
t%» Diagnose > Time Zone:

(GMT) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London

Step 2: Check to enable the time server, select the correct WAN interface, and choose the correct time zone
as illustrated in the figure below.

@ Status > Net > Time
@ Net » Time Server
WAN
e Automatic
VLAN Binding Synchronization Network
Time Server:
LAN
System Date&Time: 2025Vear3Month11Day 1:54
Qos
Interface: INTERNET
Time
Primary SNTP Server: Other 0000
Route
- 5 Secondary SNTP Server: | Other 0000
@ Security >
93 APP 5 Sync Interval: 86400 s
Management >
» Diagnose > Time Zone:

| (GMT) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London

6.1.6 Static Route Setting

6.1.6.1 Add an IPv4 Static Route Instance

Click on the menu "Net -> Route -> [Pv6Static Route" as illustrated in the figure below.



@ Status > Net » Route > IPvdstatic Route

& Net v IPvdStatic Route | IPv6Static Route  Policy Route
WAN
VLAN Binding Destination Address Gateway Subnet Mask Interface Delete
LAN
Qos
Time
© Security >
88 APP >
Management >
- Diagnose >

Step 1: Click "Add" to enter the [Pv4 static route configuration page as illustrated in the figure below.

® Status > Net » Route > IPv4static Route
@ Net v IpvdStatic Route | IPvéStatic Route  Policy Route
WAN

VLAN Binding Destination Address Gateway Subnet Mask Interface Delete

LAN
o (=)=
Time
@ Security >
88 APP >
Management >
2 Diagnose p3

Step 2: Configure the relevant static route parameters and click "Submit" to add it to the routing table as
illustrated in the figure below.

¢ Status > Net » Route Setting > IPv4 Static Route
@Net ¥ IPv4 Static Route m
WAN

VLAN Binding
Please input destination IP acidress, subnet mask, gateway and / or available WAN interface, and then click "ok” to add records to the routing table.

LAN
QoS
Destination IP: 10.000
Time
_ Subnet Mask: 255.255.00
Route
@ Security 5 Gateway IP Address: 192.168.10.1
93 APP > Interface: 1 INTERNET R VID_S
Management > m Cancel

» Diagnose >



@ Status > Net > Route > IPvdstatic Route

@ Net v IPudstatic Route  IPv6Static Route  Policy Route
WAN
VAN RS Destination Address Gateway Subnet Mask | Delete
LAN 10000 192168101 255.255.00 nas0_0
Qos

® Security >
83 APP >

Management >
2 Diagnose >

6.1.6.2 Adding an IPv6 Static Route Instance

Click on the menu "Net -> Route -> [Pv6Static Route" as illustrated in the figure below.

@ Status > Net > Route > IPvéStatic Rowte
@ Net = IPulStaticRoute | PuBStatic Route  Policy Route
WAN
VLAN Binding Destination Address Gateway Interface Enable Delete
Ada Detete
QoS
Time
@ Security >
88 APP >
% Management >
% Diagnose >

Step 1: Click "Add" to enter the IPv6 static route configuration page as illustrated in the figure below.
Met » Route > IPv6Static Route

IPv4Static Route  IPvBStatic Route  Policy Route

Destination Address Gateway Interface Enable Delete

[« Jiesew

Step 2: Check "Enable" and configure the relevant IPv6 static route parameters as illustrated in the figure
below.



€ Status > Net > Route Setting > IPV6 Static Route

B et N 1PV6 Static Route
WAN
VLAN Binding
Static Route Enable
LAN
Destination IP; fe80:d9d0:e4cd:ddb1:7
Qos
Prefix Length: 63 *
Time
Default Gateway: fe80:d9d0:edcd:ddbl1
@ Security N Interface: LAN/br0
Management >
- Diagnose >

Step 3: Click "Submit" to complete the IPv6 static route configuration.



Met » Route Setting » IPw6 Static Route

IPv6 Static Route

Static Route Enable

Destination IP: fe80::d9d0:e4cd:ddbl:7
Prefix Length: 63

Default Gateway: fe80:d9d0:edcd:ddbl:1
Interface; LAN/br0




@ Status > Net » Route > IPv6Static Route

@ Net % IPudstatic Route  IPv6Static Route  Policy Route
WAN
VLAN Binding Destination Address Gateway Interface Enable Delete
LAN fe80::d9d0:edcd:ddbl:7c fe80::d9d0:edcd:ddbl:1 br Enable
- «» =5
Time
@ Security >
88 APP >
Management >
% Diagnose >

6.1.6.3 Adding an Policy Route Instance

Step 1: Click "Add" to enter the Policy Route configuration page.

@ Status > Net » Route > Policy Route
& Net v IPvdStatic Route  IPv6Static Route  Policy Route
WAN
Policy route only supports [Pv4!
VLAN Binding
Source Address Source Subnet Mask Destination Address. Destination Subnet Mask Interface Delete
LAN
Qos Delete
Time
@ Security >
38 APP >
Management >
2» Diagnose >

Step 2: Set the relevant parameters for the policy route as illustrated in the figure below.



@ Status > Net > Route Setting > Policy Route

@ Net & Add Back
WAN
VLAN Binding
Please input source IP address, source subnet mask, destination IP address, destination subnet mask, available WAN interface, and then click "ok to add records to the routing table.
LAN
QoS
Source IP Address: 19216820
Time
m Source Subnet Mask 2552552550
@ Security s Destination IP: 10990
APP N Destination Subnet Mask: | 255.255.255.0]
Management > Interface: 1_INTERNET_R_VID_S

Step 3: Click "Submit" to complete the policy route configuration.

€ Status > Net » Route Setting > Policy Route
@ Net v e =
WAN

VLAN Binding
Please input source IP address, source subnet mask, destination IP address, destination subnet mask, available WAN interface, and then click "ok to add records to the routing table.

LAN
QoS
Source IP Address: 192.168.2.0
Time
Source Subnet Mask: 255.255.255.0
Route
Security N Destination IP: 10.9.9.0
APP > Destination Subnet Mask: | 255.255.255.0] |
Management > Interface: 1INTERNET_R_VID_S
©- Diagnose > Cancel
O Status i Net » Route > Policy Route
@ Net v IPvaStatic Route  [Pv6Static Route  Policy Route
WAN
Policy route only supports IPv4!
VLAN Binding
Source Address Source Subnet Mask Destination Address Destination Subnet Mask Interface Delete
LAN
ok 192.168.20 255.255.255.0 10.9.9.0 255.255.255.0 nas0_0

Time
Defete

@ Security >

APP >

Management >

% Diagnose >



6.1.6.4 Deleting Static Route Instances

6.1.6.4.1 Deleting an IPv4 Static Route

Select the instance you want to delete and click the "Delete" button to complete the deletion as illustrated in
the figure below.

@) Status > Net » Route > Policy Route
@ Net v IPulStaticRoute  TPusStaticRoute | Policy Route

WAN

Policy route only supports IPv4!
VLAN Binding
Source Address Source Subnet Mask Destination Address Destination Subnet Mask Interface Delete
LAN
- 19216820 255.255.2550 10090 255.255.255.0 naso_0
o

@ Security >
8 APP >

Management >
% Diagnose >

6.1.6.4.2 Deleting an IPv6 Static Route

Select the instance you wish to delete and click the "Delete" button to complete the deletion as illustrated in
the figure below.

@ Status > Net » Route > Policy Route
& Net v IPvdStatic Route  TPv6Static Route  Policy Route
WAN
Policy route only supports 1Pval
VLAN Binding
Source Address Source Subnet Mask Destination Address Destination Subnet Mask Interface Delete
LAN
Qos 192.168.2.0 255.255.255.0 10990 255.255.255.0 nas0_0

@ Security >
88 APP >

Management 2
% Diagnose >

6.1.6.4.3 Deleting a Policy Route



@ Status > Net > Route 5 Policy Route

@ Net v IPvdStatic Route  IPv6Static Route  Policy Route
WAN
Policy route only supports IPv4!
VLAN Binding
Source Address Source Subnet Mask Destination Address Destination Subnet Mask | Delete
LAN
s 19216820 255.255.255.0 10890 255.255.255.0 nas0_0

@ Security >
33 APP >

Management 3
» Diagnose >

6.2 Security Setting

6.2.1 URL Filter

6.2.1.1 Enabling URL Filter

Click on the menu "Security -> URL Filter". Check the enable box and click the "Submit" button to activate
as illustrated in the figure below.

@ Status > Security > URLFilter
Oiflet 2 URL Filter
@) Security v
Firewall
MAC Filter - -
Port Filter -m
ACL Filter
98 APP 5
Management >
2 Diagnose >

6.2.1.2 Adding URL Filter Blacklist Instance
Blacklist: URL addresses in this list are inaccessible.

Step 1: Check "Enable" and select the "Black List" mode as illustrated in the figure below.



@ Status >

@ Net >
® Security v
Firewall
MAC Filter
Port Filter
ACL Fitter
APP >
Management >
» Diagnose >

Securlty > URL Filter

URL Filter

Set the URL filtering mode and the filter list. (can set up 100)
1.Click the "filter mode" radio to change the URL filtering mode.

2.Click the "add button” to add a URL to the corresponding URL list, Click the delete button to remove a URL.
3.The URL should not cintains “http://" or "https://" prefix, and the URL length should not exceed 31 characters.
4.Support time control, start time and end time formats such as 00:00-08:00.

5.You can check the effective date within a week.

The current filter list is:Black List

Filtering Mode; White List

MAC; (Format: AA:BB:CC:DD:EEFF)
Start Time:
End Time:
Mon : Tues Wed : Thur: Fri: Sat: Sun:
Number Delete

Step 2: Configure the relevant filtering parameters and click "Add" to add the blacklist as illustrated in the

figure below.

) Status >
@ Net >
® Security ~

Firewall

MAC Filter

Port Filter

ACL Filter

APP >

Management >

Diagnose >

Security > URL Filter

URL Filter

Enable;

Set the URL filtering mode and the filter list. (can set up 100)

1.Click the “filter mode” radio to change the URL filtering mode.

2.Click the *add button” to add a URL to the corresponding URL list, Click the delete button to remove a URL.
3.The URL should not cintains “httpy//* or “https://” prefix, and the URL length should not exceed 31 characters.
4Support time control, start time and end time formats such as 00:00-08:00.

5.You can check the effective date within a week.

The current filter list is:Black List

Filtering Mode: @Black List . White List

urt | wgoogtecom |

MAC; (Format: AA:BB:CC:DD:EE:FF)
Start Time:
End Time:
Mon Tues : Wed : Thur : Fri: Sat : Sun :
Number URL Delete



Step 3: Configure the corresponding MAC address, start time, end time, and day of the week, then click
"Submit" as illustrated in the figure below.

& Status > Security > URL Filter
@ Net > URL Filter
@ Security = Set the URL filtering mode and the filter list. (can set up 100)

1.Click the “filter mode” radio to change the URL filtering mode.
URL Filter 2.Click the "add button” to add a URL to the corresponding URL list, Click the delete button to remove a URL.

3.The URL should not cintains “http://" or "https://" prefix, and the URL length should not exceed 31 characters.

Firewall 4Support time control, start time and end time formats such as 00:00-08:00.
5.You can check the effective date within a week.
MAC Filter The current filter list is:Black List
Port Filter Filtering Mode: @Black List  White List
ACL Filter
88 APP >
Management ’ MAC: (Format: AABBCC:DD:EEFF)
2 Diagnose >
Start Time:
End Time:
Mon Tues : Wed : Thur : Fri: Sat : Sun:
Number URL Delete
1 www.google.com

6.2.1.3 Adding URL Filter Whitelist Instance
Whitelist: Only URLSs listed here are allowed to be accessed.

Step 1: Select "White list" to enter whitelist mode as illustrated in the figure below.



) Status >

@ Net >
® Security v
URL Filter
Firewall
MAC Filter
Port Filter
ACL Filter
APP >
Management >
2 Diagnose >

Security > URL Filter

URL Filter

Enable;

Set the URL filtering mode and the filter list. (can set up 100)

1.Click the “filter mode” radio to change the URL filtering mode.

2Click the "add button” to adid a URL to the corresponding URL list, Click the delete button to remove a URL.
3.The URL should not cintains “httpy//" or “https://” prefix, and the URL length should not exceed 31 characters.
4.Support time control, start time and end time formats such as 00:00-08:00.

5.You can check the effective date within a week.

The current filter list is:White List

Tip: the URL you are filling in will match the URL you are accessing

Fitedng Mode: ik

MAC: (Format: AABB:CCDD:EEFF)
Start Time:
End Time:
Mon Tues : Wed : Thur : Fri: Sat : Sun:
Number URL Delete
1 www.google.com

Step 2: Configure the relevant filtering parameters and click "Add" to add the whitelist as illustrated in the

figure below.

@ Status >
@ Net >
@ Security e

Firewall

MAC Filter

Port Filter

ACL Filter

APP >
Management >

Diagnose >

Security > URL Filter

URL Filter

Enable:

Set the URL filtering mode and the filter list. (can set up 100)

1.Click the filter mode” radio to change the URL filtering mode.

2Click the "add button” to add a URL to the corresponding URL list, Click the delete button to remove a URL.
3.The URL should not cintains "httpy//" or "httpsi//” prefix, and the URL length should not exceed 31 characters.
4.Support time control, start time and end time formats such as 00:00-08:00.

5.You can check the effective date within a week.

The current filter list is:White List

Tip: the URL you are filing in will match the URL you are accessing

Filtering Mode: _ Black List @White List

wi: T o« |

MAC: (Format; AABB:CC:DD:EE:FF)
Start Time:
End Time:
Mon Tues : Wed : Thur : Fri: Sat : Sun:
Number URL Delete
1 www.google.com



Step 3: Set the corresponding MAC address, start time, end time, and day of the week, then click "Submit" as
illustrated in the figure below.

& Status >
@ Net >
® Security v
Firewall
MAC Filter
Port Filter
ACL Filter
88 APP >
Management >
2 Diagnose >

Security > URL Filter

URL Filter

tnable: [
Set the URL filtering mode and the filter list. (can set up 100)

1.Click the “filter mode” radio to change the URL filtering mode.

2.Click the "add button” to acld a URL to the corresponding URL list, Click the delete button to remove a URL.
3.The URL should not cintains “httpy//* or “https://” prefix, and the URL length should not exceed 31 characters.
4Support time control, start time and end time formats such as 00:00-08:00.

5.You can check the effective date within a week.

The current filter list is:White List

Tip: the URL you are filing in will match the URL you are accessing

Filtering Mode: | Black List @White List

MAC: (Format: AABB:CCDD:EEFF)
Start Time:
End Time:
on Tues : Wed : Thur : Fri: Sat : Sun :
Number URL Delete
1 www.google.com

6.2.1.4 Deleting URL Filter Instance

Select the instance you wish to delete and click the "Delete" button to complete the deletion as illustrated in

the figure below.



@ Status > Security > URL Filter

@ Net > URL Filter

©@ Security ¥ 1.Click the “filter mode" radio to change the URL filtering mode.
2Click the “add button” to add a URL to the corresponding URL list, Click the delete button to remove a URL.
3.The URL should ot cintains *http://" or “https://" prefix, and the URL length should not exceed 31 characters.
4Support time control, start time and end time formats such as 00:00-08:00.
Firewall 5ou can check the effective date within a week.

The current filter list is:White List
Tip: the URL you are filling in will match the URL you are accessing

MAC Filter
Port Filter Filtering Mode: *_Black List @White List
ACL Filter
APP ’
Management ? MAC: (Format: AXBB:CC:DDIEESFF)
J» Diagnose > )
Start Time:
End Time:
Mon : Tues : Wed : Thur : Fri: Sat: Sun:
Number URL Delete
1 www.google.com

6.2.2 Firewall

Step 1: Click on the menu "Security -> Firewall" as illustrated in the figure below.

© Status > Security > Firewall > Security Level
@ Net > Security Level | Attack Protection
® Security ~

Firewall Enable

URL Filter

MAC Filter

Port Filter

ACL Filter
88 APP >
Management >
% Diagnose >

Step 2: Check to enable the firewall and select the appropriate security level configuration. Click "Submit" to
complete as illustrated in the figure below.



@ Status > Security » Firewall > Security Level
@ Net > Security Level | Attack Protection

® Security v
Firewall Enable
URL Filter
Security Level Configuration: | High-Level

by

MAC Filter High-Level
Port Filter
ACL Filter
88 APP >
Management >
2 Diagnose >

6.2.3 MAC Filter

6.2.3.1 Enabling MAC Filter

Click on the menu "Security -> MAC Filter". Check to enable MAC filtering and click the "Submit" button
as illustrated in the figure below.

@ Status > Security > MAC Filter
@ Net > MAC Filter
@ Security b
URL Filter
Enable
Firewall
Filtering Mode:  Black List (& \White List
MAC Filter
Port Filter
ACL Filter
88 APP >
Management >
tJ» Diagnose >

6.2.3.2 Adding MAC Filter Whitelist
Whitelist: Only MAC addresses listed here can access the device.

Step 1: Check "Enable" and "White List" to enter whitelist mode as illustrated in the figure below.



© Status > Security > MAC Filter

@ Net > MAC Filter
® Security v
URL Filter
Enable: @
Firewall

Filtering Mode: | Black Lis[@white List]

Filter Rule Name MAC Address Enable

Port Filter

Management 3

0 Diagnose >

Step 2: Click "Add" to add the whitelist as illustrated in the figure below.

© Status > Security > MAC Filter
© Net > MAC Filter
@ Security ~
URL Fitter
Enable: [
Firewall

Filtering Mode: *_ Black List @White List

Filter Rule Name MAC Address Enable
Port Filter
ACLFitter - —
o > =
e

Management >

2 Diagnose >

Step 3: Configure the relevant filtering parameters as illustrated in the figure below.

© Status > Security » MAC Filter > Filter Rule
S flet ’ MAC Filter
® Security v

URL Filter MAC Filter

Filter Rule Name: | 1
Firewall

MAC Filter MAC Address: AA:BB:CC:DD:EE:FF (Format: AA:BB:CC:DD:EE:FF)

ACL Filter
88 APP >
Management >
J» Diagnose >

Delete

Delete

Step 4: Click "Submit" to confirm, then click "Submit" again as illustrated in the figure below.



@ Status >] Security > MAC Filter

& Net B MAC Filter
@ Security ~
URL Filter

Enable:
Firewall

MAC Filter

Port Filter

Filtering Mode: *_ Black List @White List

Rule Name MAC Address

3 7 AA:BB:CC.DD:EE:FF
ACL Fitter

e : «& e

Management >
Cancet

- Diagnose B

6.2.3.3 Adding MAC Filter Blacklist

Blacklist: MAC addresses listed here cannot access the device.

Step 1: Select "Black List" to enter blacklist mode.

& Status > Security > MAC Filter
@ Net > MAC Filter
® ) Security W

URL Filter

Enable: @

Firewall
Filtering Mode

MA( r
Filter Rule Name MAC Address
Port Filter
1 AABB:CC:DD:EEFF
ACL Filter

il > o

Management >

t%» Diagnose >

Step 2: Click "Add" to add the blacklist as illustrated in the figure below.

© Status > Security > MAC Filter
& Net 4 MAC Filter
® Security v

URL Filter

Enable:

Filtering Mode: @Black List - White List

Filter Rule Name MAC Address

Port Filter
1 AA:BB:CC:DD:EE:FF
ACL Filter
98 APP > e

Management > m

2 Diagnose >

Cancel

Cancel

Enable

Enable

Enable

Enable

Enable

Enable

Delete

Delete

Delete



Step 3: Configure the relevant MAC address parameters as illustrated in the figure below.

© Status > Security > MACFilter > Filter Rule

@ et ? MAC Filter

® Security - m
URL Filter MAC Filter

Filter Rule Name: 2

IMAC Address: AABB:CC:DD:EEFF (Format: AABB:CC:DDIEEFF)

ACL Filter
38 APP >

Management >
- Diagnose >

Step 4: Click "Submit" to confirm, then click "Submit" again as illustrated in the figure below.

@ Status > Security > MAC Filter
©Net > MAC Filter
@ Security -
URL Filter
Enable:
Firewall

Filtering Mode: @Black List  White List

Filter Rule Name MAC Address Enable Delete

Port Filter
1 AA:BB:CC:DD:EE:FF Enable
ACL Filter
2 AA:BB:CC:DD:EE:EE Enable
38 APP >

e >

6.2.3.4 Deleting MAC Filter

Select the instance you wish to delete and click the "Delete" button to complete the deletion as illustrated in
the figure below.



@ Status >] Security > MAC Filter

& Net B MAC Filter
@ Security ~
URL Filter
Enable:
Firewall

Filtering Mode: @Black List . White List

MAC Filter
Filter Rule Name MAC Address Enable Delete

Port Filter
X AA:BB:CC.DD:EE:FF Enable
ACL Fitter

2 AA:BB:CC:DD:EEEE Enable
38 APP >

Management > Add
- Diagnose > -
Submit Gancet

6.2.4 Port Filter

6.2.4.1 Enabling Port Filter

Click on the menu "Security -> Port Filter" as illustrated in the figure below.

@ Status > Security > Port Filter
& Net > Port Filter
® Security v
Configure Upstream Port Filtering Rules
URL Filter
Enable:
Firewall
MAC Filter
ACL Filter Enable:
98 APP >
Management >
. Diagnose >

6.2.4.2 Adding Port Filter Blacklist
Blacklist: IP addresses and ports listed here cannot access the device.

Step 1: Check the "Enable" button to configure the port filtering rule for downstream traffic and select
"Black List" mode as illustrated in the figure below.



 Status >

@ Net >
® Security ~
URL Filter
Firewall
MAC Filter
ACL Filter
APP >
Management >
% Diagnose 3

Security > Port Filter

Port Filter

Configure Upstream Port Filtering Rules

Enable:

Configure the Downstream Port Filtering Rules

Filtering Mode} @Black List | White List

Destination

Filter Name Protocol Source Address Source Port

Destination Port Enable

Address

Interface

Delete

Step 2: Click "Add" to add the blacklist as illustrated in the figure below.

@ Status >
@ Net >
® Security ~
URL Filter
Firewall
MAC Filter
ACL Filter
APP >
Management >
2 Diagnose p3

Security > Port Filter

Port Filter

Configure Upstream Port Filtering Rules

Enable:

Configure the Downstream Port Filtering Rules
Enablef

Filtering Mode: @Black List  White List

Destination

Filter Name Protocol Source Address Source Port

Destination Port Enable

Address

Step 3: Configure the relevant parameters as illustrated in the figure below.

Interface

Delete



@ Status >
@ Net >
@ Security ~
URL Filter

Firewall

MAC Filter

Port Filter

ACL Filter

APP >
Management >
0 Diagnose >

Securty > Port Fier > Downstream port filter rule

Downstream port filter rule

1P Layer Filter

Source Subnet
Mask:

Source Port:

Destination IP
Address

Destination
Subnet Mask:

Destination Port:

Interface:

Filter Name: 1
Protocol: ANY
Source IP Address:  192.168.2.10

255.255.255.0
65535
192.168.2.20
255.255.255.0
65539

1INTERNET_R_VID_S

NAT Status: Enable

Step 4: Click "Submit" to complete the settings.

@ Status >
@ Net >
@ Security v
URL Filter
Firewall

MAC Filter

Port Filter

ACL Fitter

APP >
Management >
0 Diagnose >

Securty > Port Fier > Downstream port filter rule

Downstream port filter rule

1P Layer Filter

Filter Name:

Protocol:

Source IP Address:

Source Subnet
Mask:

Source Port:

Destination IP
Address

Destination
Subnet Mask:

Destination Port:

Interface:

ANY

192.168.210

255.255.255.0

65535

192.168.2.20

255.255.255.0

65535

1INTERNET_R_VID_S

NAT Status: Enable

Cancel

6.2.4.3 Adding Port Filter Whitelist

Whitelist: Only IP addresses and ports listed here can access the device.

Step 1: Select "White List" to enter whitelist mode as illustrated in the figure below.



© Status > Security > Port Filter

@ Net > Port Filter
@ Security v
Configure Upstream Port Filtering Rules
URL Filter
Enable:
Firewall
MAC Filter
ACL Filter Enablef
> APP > Filtering Mode: @Black Lis_White List]
Management > i
. Protocol Source Address Source Port Destination Address Enable Interface
» Diagnose > Port

1 ANY 192.168.2.10/255.255.255.0 65535 192.168.2.20/255.255.255.0 65535 Enable nas0_0

Step 2: Click "Add" to add the whitelist as illustrated in the figure below.

o Status > Security > Port Filker

Net > Port Filter
@ Security -

Configure Upstream Port Filtering Rules
WAN Access Control

Enable:

Firawall

MAC Filter
Gonfigure the Downstream Port Fitering Rues
%8 APP 5 Enableff]

Filtering Mode: _ black list @White list

S Management >
» Diagnose >

Source Address Source Port Destination Address

57 ANY 192.168.2.10/255.255.255.0 65535 192.168.2.20/255.255.255.0 65535 Enable nas0_0

Step 3: Configure the relevant parameters as illustrated in the figure below.



& Status > Security - ort Fiter > Downstream port filter rule

@ Net ? Downstream port filter rule n

® Security v
1P Layer Filter
URL Filter
Gl Filter Name: 2
MAC Filter
Protocol: ANY
Source IP Address: | 192.168.221
ACL Fitter

Source Subnet

APP 5 iate 255.255.255.0

Managemem > Source Port: 65531
. Diagnose > 2:;‘;;‘;‘“’” L 192168230
Destination

e M 255.255.255.0
Destination Port: 65531

Interface: 1INTERNET_R_VID_S

AT Status: Enable

Step 4: Click "Submit" to complete the settings.

@ Status > Security » Port Filter > Downstream port filter rule
> "
© Net Downstream port filter rule m
® Security ~
1P Layer Filter
URL Filter
Gl Filter Name: 2
MAC Filter
Protocol: ANY
Source IP Address: | 192168221
ACL Filter
Source Subnet
255.255.255.0
3 APP > Mask:
Management 5 Source Port: 65531
. Destination IP
% Diagnose > Addies 192.168.2.30
Destination

Subnet Mask: EEEERY

Destination Port: 65531

Interface: 1INTERNET_R_VID_S

NAT Status: Enable

Cancel

6.2.4.4 Deleting Port Filter

Select the entry you wish to delete and click the "Delete" button to complete the deletion as illustrated in the
figure below.



) Status > Security > Port Filter

@ Net > Port Filter
® Security M
Configure Upstream Port Filtering Rules
URL Filter
Enable
Firewall
MAC Filter
ACL Filter Enableff]
98 APP > Filtering Mode: _ Black List @White List
Management: ? Filter Destination
Protocol Source Address Source Port Destination Address Enable Interface Delete
t» Diagnose > Name Port
1 ANY 192.168.2.10/255.255.255.0 65535 192.168.2.20/255.255.255.0 65535 Enable nas0_0

2 ANY 192.168.2.21/255.255.255.0 65531 192.168.2.30/255.255.255.0 65531 Enable nas0_0

-

6.2.5 ACL Filter

6.2.5.1 Enabling ACL Filter

Click on the menu "Security -> ACL Filter". Check "Enable" and click the "Submit" button as illustrated in
the figure below.IPv6 mode is currently not supported.

Model: RH8D01GR

{3 Status > Security > ACL Filter
@ Net > ACL Filter
@ Security v
Dosen't support IPve mode
URL Filter
Firewall
MAC Filter

Port Filter
ACL Filter

Cancel

APP >
» Management >
J» Diagnose >

6.2.5.2 Adding ACL Instance



By default, a pre-configured ACL exists on the ACL configuration page, allowing all IPs and protocols. It is
disabled by default. You can modify this ACL according to your specific requirements.

Model: RHE001GR

Log out
@ Status > Security > ACL Filter
& Net > ACL Filter
@ Security v
Dosen't support IPvé mode
URL Filter
Firewall Enable [
MAC Filter
Port Filter
Filter Name ScrlP Begin Address ScrIP End Address Interface Apply Enable Edit Delete
ACL Filter
P 0000 0000 Both  ftp,sshtelnethttpsnmphttpsping,  Disable “
g 5
dmet (- N
- Diagnose >
. : " "
Step 1: Click the "Add" button to create an ACL, as shown below.
Model: RH8001GR Log out
@ Status > Security > ACL Filter
@ Net 2 ACL Filter
® Security
Dosen't support IPv6 mode
URL Fifter
Firewall Enable
MAC Filter
Port Filter
Filter Name SerlP Begin Address SerlP End Address Interface Apply Enable Edit Delete
SaADD 000.0 00.00 Both fip,sshitelnethttpsnmp,httpsping,  Disable e
5
Management >
Delete
» Diagnose >

Step 2: Fill in the Filter Name, ScrIPAddrBegin, and ScrIPAddrEnd. Select the corresponding Interface and
check the required Applications. Click the "Add" button as illustrated in the figure below.



Model: RHB001GR Log out

@ Status > Security » ACLFilter > ACL Filter
@ Net d ACL Filter o
® Security
URL Filter Enable
Firewall Filter Name: 2
MAC Filter SciPAddrBegin: | 192.16811.214 Please Note: 0.0.0.0~0.0.0.0 means all IPs.
Fort Filter ScriPAddrEnd: 19216811214
ACL Filter
Interface: Both
98 APP > .
Application FTPT| SSH | TELNETEQ HTTP@Q
Management > SNMP[ | HTTPSER ICMP)

$-Pragnge : =

After the addition is completed, the ACL status is as shown below. Currently, only the source
IP:192.168.11.214 is allowed to access this device.

Model: RHE00LGR Log out
& Status > Security > ACL Filter
@ Net ? ACL Filter
® Security v
Dosen't support IPve mode

URL Filter

Firewall Enable

MAC Filter

Port Filter

Filter Name ScrlP Begin Address ScriP End Address Interface Apply Enable Edit Delete

ACL Filter
p— 0.000 0000 Both  ftp,sshtelnet,http,snmp https,ping,  Disable Edit
B >

Management 5 | 2 192.168.11.214 192.16811.214 Both ‘telnet, http, https, Enable Edt |

6.2.5.3 Deleting ACL Instance

Select the ACL you want to delete and click the "Delete" button to complete the deletion as illustrated in the
figure below.



Model: RHS001GR Log out

@ Status > Security > ACL Filkter

@ Net > ACL Filter
®) Security v
Dosen't support IPv6 mode
URL Filter
Firewall f—

MAC Filte

Port Filter

Filter Name ScrlP Begin Address ScriP End Address Interface Apply Enable Edit Delete
ACL Filter
i 00.00 0000 Both ftpsshtelnethttpsnmphttpsping, Disable “
5
Management 5 2 19216811214 19216811214 Both telnet, http,https, Enable n
% Diagnose >
-

6.3 APP Setting

6.3.1 DDNS

DDNS, whose main function is to realize the resolution between fixed domain names and dynamic IP
addresses.If the IP address of the WAN port of the terminal is dynamically obtained, this function allows other

hosts on the Internet to access your terminal or virtual server with a fixed domain name.

DDNS function. For users who use dynamic IP addresses, after getting a new IP address every time they go
online, the dynamic domain name software built in the terminal will send the IP address to the dynamic domain
name resolution server provided by the DDNS service provider, and update the domain name parse database.
When other users on the Internet need to access this domain name, the dynamic domain name resolution server
will return the correct IP address. This function enables most users who do not use fixed IP addresses to build their

own service networks economically and efficiently.

Click on the menu "APP -> DDNS" to enter the DDNS configuration page as illustrated in the figure below.



£33 Status > APP > DDNS

& Net > DDNS
J Security >
Porvider
88 APP v Name : s
DDNS Protocol Type: GNUDip.http
Advanced NAT ,S\nger;: AR e
UFNE Service Port: 80
IGMP/MLD
Wanlnterface : 1_INTERNET_R VID_5
Daily APP
HostName :
VPN
DomainName :
AP Manage
AP Config Manage diserName:
Portal Manage Password:
Vlan Manage Enable:

L2TP Cenfiguration m

VxLAN Configuration

Internetl og Manage Provider Interface Enable Protocol Host/Domain UserName Password Delete

» Management >

’» Diagnose >

6.3.1.1 Adding DDNS Instance

Step 1: Correctly configure the service provider, Protocol Type,Service IP Address, HostName, Domain

Name, UserName, and Password, then click the "Add" button as illustrated in the figure below.



& Status > APP > DDNS

2 Net > DDNS
© Security >
Porvider
88 APP v Name : Other
Advanced NAT iz:;’z:i wwwdyndns.org
UPHNP Service Port: 80
IGMP/MLD
Wanlnterface : 1_INTERNET_R_VID_5
Daily APP
HostName : test
VPN
DomainName : dyndns.o
AP Manage = i
AP Config Manage UserName: st
Portal Manage Password: 123456
Vian Manage Enable:
L2TP Configuration
L J

VxLAN Configuration
InternetLog Manage Provider Interface Enable Protocol Host/Domain UserName Password Delete
' Management >

» Diagnose >

6.3.1.2 Deleting DDNS Instance

Select the instance you wish to delete and click the "Delete" button to complete the deletion as illustrated in
the figure below.



) Status > APP > DDNS

& Net 4 DDNS
@ Security ?
Porvider
88 APP v Name : B
DDNS Service Port: 6080
Advanced NAT HostMame :
UPNP DomainName :
IGMP/MLD
UserName:
Daily APP
Password:
VPN
Enable:
AP Manage
Add
AP Config Manage
Portal Manage
Vian M Interface Enable Protocol Host/Domain UserName Password Delete
an anage
L2TP Configuration dyndns nas0_0 Enable GNUDip http test-dyndns.org test R | |

VxLAN Configuration

InternetLog Manage

°? Management a4

Y» Diagnose >

6.3.2 Advanced NAT

Click on the menu "APP -> Advanced NAT" to enter the advanced NAT configuration page as illustrated in
the figure below.



© Status > APP > Advanced NAT > ALG

@ Net > AIG | DMZ  Virtual Server
@ Security >
98 APP v Enable L2TP ALG
DDNs Enable IPSec ALG
Advanced NAT
Enable H.323 ALG
UPNP
Enable RTSP ALG
MLD
Daily APP Enable SIP ALG
AP Manage Enable FTP ALG

AP Config Manage
ORI Menag Enable PPTP ALG

Portal Manage

Vlan Manage

L2TP Configuration
InternetLog Manage

Management >

J» Diagnose >

6.3.2.1 Enable/Disable ALG Function

Configure the ALG function as illustrated in the figure below.

@ Status > APP > Advanced NAT > ALG
@ Net > ALG  DMZ  Virtual Server
@ Security >
88 APP ~ Enable L2TP ALG
DDNS Enable IPSec ALG
Advanced NAT
Enable H.323 ALG
UPNP
Enable RTSP ALG
IGMP/MLD
Daily APP Enable SIP ALG
AP Manage

Enable FTP ALG

AP Config Manage

Enable PPTP ALG
Portal Manage

Vian Manage
L2TP Configuration

InternetLog Manag

Management >

2 Diagnose >

6.3.2.2 Configure DMZ Function

In certain special circumstances, we need a computer within the LAN to be fully exposed to the WAN to
enable bidirectional communication. In this case, the computer can be set as a DMZ host. The setup steps are as
follows:



Step 1: Configure the DMZ parameters and click "Save -> Apply" after completion as illustrated in the figure
below.

@ Status > APP » Advanced NAT > DMZ

Server

@ Net > MG DMZ Vi

@ Security >
The message which is from network side and has no port mapping, what will be forwarded to the DMZ host.

88 APP v
Interface Name: 1_INTERNET_R_VID_5
DDNS
Enable:
LAN IP Address : 192.168.2.21
UPNP

AP Config Manage

Portal Manage

Vian Ma

Management >

0 Diagnose

6.3.2.3 Virtual Server Configuration

Port forwarding is essentially a type of NAT address translation that translates public addresses into private
addresses.

Internal IP: The IP address of the computer within the LAN serving as a server.
Internal Port: The service port provided by the WAN end, i.e., the port the router offers to the WAN.
Protocol: Select the type of protocol packet, options include TCP, UDP, or TCP/UDP.

Remote IP: The external IP address used to access the server; 0.0.0.0 means any external IP can access it;
specifying a single IP, such as 192.168.10.12, restricts access to only that IP.

External Port: The port used to access the server.

Enable: This entry's settings will take effect only if this option is selected.

Note: It's best to set ports other than 80, as setting the service port to 80 may conflict with the web port, causing

the virtual server not to work properly.

Step 1: Configure the relevant parameters and click "Add" as illustrated in the figure below.



@ Status > APP > Advanced NAT > Virtual Server

@ Net > ALG  DMZ  Virtusl Server
@ Security >
Interface Name: LINTERNET_R.VID 5
8 APP v e
® Customize
DDNS
Select
T Application
UPNP Protocol: Tcp
IGMP/MLD External Port 11
Daily APP Intemal Port 222
AP Hatiaiie Internal Server: 192168211
AP Config Manage
Mapping Narne: !

Portal Manage

Vian Manage

L2TP Configuration

InternetLog Manage

Protocol External Port Internal Port MappingName Enable Check

Management >
. Diagnose > mm
6.3.2.4 Deleting Virtual Server Configuration

Select the instance you wish to delete and click the "Delete" button to complete the deletion as illustrated in
the figure below.

@ Status > APP » Advanced NAT » Virtual Server
& Net > MG DMZ | Virtusl Server
@ Security >
Interface Name: 1 INTERNET_R_VID_5
88 APP v
@ customize
DDNS
Select
Advanced NAT Application
UPNP Protocol: TCP
IGMP/MLD External Port
Daily APP Internal Port

ARManage Intemal Server:

AP Config Manage
Mapping Name:

Portal Manage

Vian Manage n

L2TP Configuration

e Mana
Intemetlog Manage Protocol Internal Port InternalServer MappingName Enal Check
Management >
TP 1111 2222 192.1682. 11 1 Enable
Diagnose >

Enable

6.3.3 UPnP



The UPnP (Universal Plug and Play) protocol can implement automatic port mapping. Unlike manually
configured port mapping, the UPnP protocol automatically recognizes user devices and automatically opens ports
or certain programs to communicate.

Click on the menu "APP -> UPNP" to enter the port forwarding configuration page as illustrated in the figure
below.

@© Status > APP > UPNP
& Net > UPNP
@ Security
Enable UPnP
8B APP

DDNS

Advanced NAT

uPNP m e

Internetlog Manage
Management

» Diagnose >

6.3.3.1 UPNP Configuration Example

Relying on the UPNP (Universal Plug and Play) protocol, hosts within the LAN can request the router to

perform specific port translations, allowing external hosts to access resources on internal hosts when needed.

Step 1: Enable UPNP as illustrated in the figure below.



© Status > APP > UPNP.

@ Net > UPNP

@ Security >

00

Enable NAT Traversal
DDNS

Advanced NAT

UPNP
—
IGMP/MLD

Daily APP
AP Manage
AP Config Manage

Portal

ge
Vian Manage

L2TP Configuration
InternetLog Manage

Management >

J» Diagnose >

6.3.4 IGMP/MLD

By default, IGMP/MLD Snooping and Proxy are enabled. Click on the menu "APP -> IGMP/MLD" to enter
the IGMP/MLD configuration page as illustrated in the figure below.

@ Status > APP - IGMP/MLD > 16MP/MLD SNOOPING
& Net > IGMP/MLD SNOOPING  IGMP/MLD Proxy  IPTV
@ Security >

Enable IGMP/MLD Snooping
8B APP v

o &
Advanced NAT

UPNP

Daily AP

AP Manage

AP Config Manage

Portal Manage
Vlan Manage
L2TP Configuration

InternetLog Manage

Management >

% Diagnose >

6.3.4.1 IGMP/MLD Snooping Configuration

The IGMP/MLD Snooping function is enabled by default.



@ Status > APP + IGMP/MLD » IGMP/MLD SNOOPING

@ Net > IGMP/MLD SNOOPING  IGMP/MLD Proy  IPTV
@ Security >

Enable IGMP/MLD Snooping
88 APP v

DDNS

Advanced NAT

UPNP

Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

» Diagnose >

6.3.4.2 IGMP/MLD Proxy Configuration

@ Status > APP > IGMP/MLD > IGMP/MLD Proxy
@ Net > IGMP/MLD SNOOPING  IGMP/MLD Prowy PV
@ Security >

Enable IGMP/MLD Proxy

@ArP - WAN Interface: | 1INTERNET_R.VID_S

DDNS

Advanced NAT

UPNP

Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

» Diagnose >

Step 1: Select the WAN interface where you want to enable the IGMP/MLD Proxy function as illustrated in
the figure below.



 Status > APP > IGMP/MLD > IGMP/MLD Proxy
@ Net > IGMP/MLD SNOOPING  1GMP/MLD Proxy  IPTV.

@ Security >
Enable IGMP/MLD Proxy

88 APP v WAN Interface:

DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

IntemetLog Manage
Management >

J» Diagnose >

Step 2: Click "Apply" to complete the configuration as illustrated in the figure below.

@ Status > APP » IGMP/MLD > IGMP/MLD Proxy
@ Net > IGMP/MLD SNOOPING  IGMP/MLD Proxy  IPTV
@ Security >
Enable IGMP/MLD Proxy
8 APP - WAN Interface: ‘ 2_INTERNET_R_VID_3
DDNS

Advanced NAT

UPNP

Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

IntemetLog Manage
Management >

» Diagnose >

6.3.4.3 IPTV Configuration



@ Status > APP > IGMP/MLD > IPTV.

@ Net > IGMP/MLD SNOOPING  1GMP/MLD Proxy  IPTV
@ Security >]
Choose corresponding WAN to config WAN and VLAN ID.
88 APP ~
DDNS WANiInterface VLAN/Priority IPEncapsulation
Advanced NAT 1INTERNET R_VID_5 5/0 DHCP
UPNP 2 INTERNET_R_VID_10 10/0 DHCP
— “ fraes
Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

J» Diagnose >

Step 1: Check the WAN port that requires multicast VLAN configuration as illustrated in the figure below.

@ Status > APP » IGMP/MLD > IPTV.
@ Net > IGMP/MLD SNOOPING  1GMP/MLD Proxy  IPTV.
@ Security >
Choose corresponding WAN to config WAN and VLAN ID.
8 APP ~
DDNS WANiInterface VLAN/Priority IPEncapsulation
Advanced NAT 1 INTERNET_R_VID_5 5/0 DHCP
UPNP 2 INTERNET_R VID_10 10/0 DHCP

- “ oo

Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

IntemnetLog Manage
Management >

» Diagnose >

Step 2: Configure the multicast VLAN ID as illustrated in the figure below.



@ Status > APP » IGMP/MLD > IPTV.

@ Net > IGMP/MLD SNOOPING  IGMP/MLD Proxy [TV
@ Security >
Choose corresponding WAN to config WAN and VLAN ID.
88 APP v
DONS WANInterface VLAN/Priority IPEncapsulation
Advanced NAT 1INTERNETR_VID_S. 5/0 DHCP
uPNP 2 INTERNET_R_VID_10 10/0 DHCP

“ 20

Daily APP

AP Manage
AP Config Manage
Portal Manage
Vian Manage
L2TP Configuration
Internetlog Manage

Management >

s Diagnose >

Step 3: Click "Apply" to complete the configuration.

@ Status > APP » IGMP/MLD > IPTV
@ Net > IGMP/MLD SNOOPING  1GMP/MLD Proxy  IPTV.
@ Security >
Choose corresponding WAN to config WAN and VLAN ID.

88 APP ~

DDNS WANiInterface VLAN/Priority IPEncapsulation

Advanced NAT 1INTERNET R VD5 5/0 DHCP

UPNP 2_INTERNET_R_VID_10 10/0 DHCP
“ = frooes

Daily APP

Cancel
AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

% Diagnose 3

The multicast VLAN configuration will be synchronized with the corresponding WAN (select the WAN that
requires multicast VLAN configuration).



@ Status > Net > WAN

@ Net w WAN
WAN 1 GULOTIAUC §1IUUE, UIE USVICE 1501 (s GULUTULAIIY WIS LIS S HUGUIE 15 SWILHEL
VLAN Binding Connection Name: 2INTERNETRVID 10 v .
LAN Mode: Route Enable: [
Qos Bearer Service: INTERNET
Time Note: Pls re-register VoIP service if changed the voice WAN.
i Binding Interface: LANL [ LAN2 || LAN3 | LAN4
LANPON1
@ Security >

DHCP Server Enable :

APP >

LinkMode: TPoE
Management > 1P Version: @Pvd IPv6 | IPV4/IPVE
1 Diagnose 5 @ DHCP Automatically obtain an IP adidress from an ISP,
Static Configure a static IP for you from an ISP.
VLAN Mode: TAG

VLAN ID[1-4094] :

802.1p[0-7] : 0
MulticastVLAN ID[1:

4094] 20
MTU[576-1500] : 1500
Enable NAT:

6.3.4.4 Disabling IGMP/MLD Snooping Functions

Uncheck the box and click "Apply" to disable the IGMP/MLD Snooping function as illustrated in the figure
below.

@ Status > APP > IGMP/MLD > IGMP/MLD SNOOPING
@ Net > IGMP/MLD SNOOPING  IGMP/MLD Praxy  IPTV.
@ Security >
8 APP v
DDNS

Advanced NAT

UPNP

Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

» Diagnose >



6.3.5 Daily APP

Click on the menu "APP -> Daily APP" to enter the daily applications page as illustrated in the figure below.
FTP download to USB storage sdevice

@ Status > APP - Daily APP > Home Storage
@ Net > Home Storage
@ Security >
Fp Client Configuration
88 APP v
UserName:
DDNS
Password:
Advanced NAT
i Download URL: o/
Port: A,
Device No USB device
Save Path:

AP Config Manage

Note: Waiting for 5 to 10 sec and plug out usb device after download comp
Portal Manage

Vian Manage
Recent 10 Download Record

L2TP Configuration
Internetlog Manage UserName Password Port Download URL Save Path Status

Management >

G Diagnose >

6.3.5.1 FTP Download Configuration Example
1.Connect a USB storage device.

Fill in the relevant information: FTP username, password, FTP download url, FTP port, select storage device,
and Save path.

2.Click the "Download" button.

The following section can be used to view the download status and historical download records as illustrated
in the figure below.



@ Status > APP > Daily APP > Home Storage

@ Net > Home Storage
® Securit >
= Yy Ftp Client Configuration
88 APP v
serName: ftp
DDNS
Password
Advanced NAT
UPNP [Pownload URL: ftp://192.168.10.31
IGMP/MLD port 21
Daily APP IDevice USBL-1 partition
AP Manage
ave Path;

AP Config Manage

Portal Manage Note: Waiting for 5 to 10 sec and plug out usb device after download comp

Vian Manage
Recent 10 Download Record
L2TP Configuration
InternetLog Manage UserName Password Port Download URL Save Path Status
Management >

2 Diagnose >

> APP > Daily APP > Home Storage
@ Net > Home Storage
@ Security >
Ftp Client Configuration
88 APP v
UserName:
DDNS
Password:
Advanced NAT
UPNP Download URL: fpi//
IGMP/MLD Port: 2
Daily APP Device USB1-1 partition
AP Manage
Save Path

AP Config Manage

Note: Waiting for 5 to 10 sec and plug out usb device after download comp
Portal Manage

1 Manage
Recent 10 Download Record

L2TP Configuration

d URL Save Path Status

InternetLog Manage UserName Port Do

Management > ftp e 2 fp://192.168. 10.31/100m.txt usb1_1/100m.tet

). Diagnose >

6.3.6 L2TP Configuration

Click on the menu "APP -> L2TP Configuration" to enter the configuration page as illustrated in the figure
below.



& Status > APP .+ L2TP Configuration > LZT Information

@ Net > L2TP Information | LAC Configuration  LNS Configuration  LNS Account List
@ Security >
L2TP Client
9 APP o Information
Link Status: Disconnected
DDNS
Local IP Address:  10.9.9.2
Advanced NAT Remote IP
Address;
UPNP
LAC client not 3
i3 Disable
IGMP/MLD
Dally APP L2TP Server
- Information
AP Manage
# Remote Address Local Tunnel ID Remote Tunnel ID Local Session ID PPP Link Status

AP Config Manage
Portal Manage

Vian Manage

L2TP Configuration

InternetLog Manage
Management >

J» Diagnose >
6.3.6.1 L2TP Information

6.3.6.1.1 L2TP Client Information
Displays the link status of the L2TP client, local IP, and remote IP.



APP s L2TP Configuration > L2TP Information

L2TP Information LAC Configuration LNS Configuration LNS Account List

L2TP Client
Information

Link Status: Disconnected
Local IP Address: 10.9.9.2

Remote IP
Address:

LAC client not

enabled: DEable

L2TP Server
Information

Remote Address

6.3.6.1.2 Server Information



@ Status >

@ Net >]

@ Security >

8 APP ~
DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

Internetlog Manage
Management >

%~ Diagnose >

APP > L2TP Configuration > L2TP Information

L2TP Information  LAC Configuration

L2TP Client
Information

Link Status: Disconnected
Local IP Address:  10.9.9.2

Remote IP
Address:

LAC client not

enabiod: Disable

LNS Account List

L2TP Server
Information

Remote Address

ocal Tunnel

Remote Tunnel ID

Local Session If

PPP Link Status.

6.3.6.1.3 LAC Configuration

Step 1: Enable LAC and configure the relevant parameters as illustrated in the figure below.

@ Status >

@ Net >

@ Security >

88 APP ~
DDNS

Advanced NAT
upNP

IGMP/MLD

Daily APP

AP Manage

AP Config Manage
Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

%» Diagnose 3

Step 2: After setting is complete, click "Add" as illustrated in the figure below.

APP > L2TP Configuration > LAC Configuration

L2TP Information  LAC Configuration

LAC Configuration

Enable
Server IP 109.96
UserName Test_i2tp
Password test.123
Tunnel

Challenge

Tunnel Name testl

LNS Account Configuration




5 Status > APP » L2TP Configuration > LAC Configuration

@ Net > L2¥P Information | LAC Configuration LN Configuration  LNS Account Configuration
@ Security >]
LAC Configuration
8 APP ~ Enable
DDNS Server IP 10996
Ll UserName Test_I2tp
UPNP
Password test.123
IGMP/MLD
Tunnel
Daily APP Challenge
Tunnel Neme testl

AP Manage

AP Config Manage

Portal Manage

Vian Manage

Internetlog Manage
Management >

2 Diagnose >

After successful setup, you can see the remote IP address in the L2TP client information.

@ Status > APP > L2TP Configuration » LZTP Information
@ Net > L2¥P Information | LAC Configuration LN Configuration  LNS Account List
@ Security >]
L2TP Client
88 APP ” Information
Link Status: Connected
DDNS

Local IP Address:  10.9.9.2

Advanced NAT

uPNP
LAC client not
enabled ERigble:
IGMP/MLD
Daily APP L2TP Server
Information

AP Manage

Remote Address ocal Tunnel I Remote Tunnel ID
AP Config Manage

Portal Manage
Vian Manage
Internetlog Manage

Management >

Diagnose >

6.3.6.1.4 Removing LAC Configuration Example

Click "Disconnect" to complete the removal operation as illustrated in the figure below.



@ Status > APP > L2TP Configuration > L2TP Information

@ Net > L2¥P Information | LAC Configuration  LNG Configuration  LNS Account List
@ Security >
L2TP Client
88 APP . Information
Link Status: Connected
DDNS
Local IP Address:  10.9.9.2
Advanced NAT Remote IP
Kidiress: 101661
uPNP
LAC client not
enabled Enable
IGMP/MLD
Dy A58 L2TP Server
i Information
AP Manage
# Remote Address Local Tunnel ID Remote Tunnel ID Local Session ID PPP Link Status

AP Config Manage
Portal Manage
Vian Manage
InternetLog Manage
Management >

» Diagnose >

6.3.6.3 LNS Configuration

@ Status > APP » L2TP Configuration > LNS Configuration
@ Net > L2TPInformation  LAC Configuration | LNS Configuration NS Account List
@ Security >
LNS Configuration
8 APP & Enable
BONS LNS Allocated 1P
Range
Advanced NAT LNS Local IP
UENR Tunnel
Challenge
IGMP/MLD
Tunnel Name

Daily APP
AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

InternetLog Manage
Management >

% Diagnose >

LNS can use different virtual interface profiles to receive tunnel creation requests from various LACs. Upon
receiving a tunnel creation request from an LAC, the LNS checks if the LAC's name matches the authorized tunnel

peer name to decide whether to allow the tunnel creation.



6.3.6.3.1 Adding an LNS Instance

Step 1: Check "Enable" to enable LNS as illustrated in the figure below.

D Status >

@ Net >

@ Security >

88 APP v
DDNS

Advanced NAT
UPNP
IGMP/MLD
Daily APP
AP Manage
AP Config Manage
Portal Manage
Vian Manage
InternetLog Manage

Management >

» Diagnose >

Step 2: Configure the relevant LNS parameters as illustrated in the figure below.

) Status >

@ Net >

@ Security >

8B APP v
DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

Internetlog Manage
Management >

» Diagnose >

Step 3: Click "Add" to add the LNS configuration as illustrated in the figure below.

App 5

App >

L2TP Configuration > LNS Configuration

L2TP Information LA Configuration LN Configuration  LNS Account List

LNS Configuration

LNS Allocated IP
Range

LNS Local IP

Tunnel
Challenge

Tunnel Name

L2TP Configuration > LNS Configuration

L2TP Information  LAC Configuration  LNS Configuration LS Account List

LNS Configuration

Enable

NS Allocated P |19, 168,201 - 1921682210
Range

LS Local IP 1921682200

Tunnel

Challenge

Tunnel Name test




@ Status

@ Net

@ Security

88 APP
DDNS
Advanced NAT
UPNP
IGMP/MLD
Daily APP
AP Manage
AP Config Manage
Portal Manage

Vlan Manage

L2TP Configuration

Internetlog Manage
Management

2 Diagnose

APP > L2TP Configuration > LNS Configuration
L2TP Information  LAC Configuration

LNS Configuration
Enable
LNS Allocated IP
Range

192.168.2.201

LNS Local IP 1921682200
Tunnel

Challenge

Tunnel Neme test

6.3.6.4 LNS Account List

@ Status

@ Net

@ Security

88 APP
DDNS
Advanced NAT
uPNP
IGMP/MLD
Daily APP
AP Manage
AP Config Manage
Portal Manage

Vian Manage

L2TP Configuration

InternetLog Manage
Management

» Diagnose

>

APP » L2TP Configuration > LNS Account List

L2TP Information  LAC Configuration

UserName

e e e

© w u o

LNS Configuration

LNS Account List

- 1921682210

LNS Configuration

6.3.6.4.1 Creating LNS Account Instance

Step 1: Click "Edit" to enter the LNS account configuration as illustrated in the figure below.

LNS Account List

Passwore

Enable

Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit

Delete



) Status >

@ Net >

@ Security >

8 APP v
DDNS

Advanced NAT
UPNP

IGMP/MLD

Daily APP

AP Manage

AP Config Manage
Portal Manage
Vian Manage

L2TP Configuration

Internetlog Manage

Management >

2 Diagnose >

Step 2: Set the username and password for LNS user authentication.

@ Status >

@ Net >

@ Security >

8 APP v
DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

Internetlog Manage
Management >

2 Diagnose >

APP - L2TP Configuration > LNS Account List

L2TP Information

(RS

© w u o

LAC Configuration  LNS Configuration

UserName

APP » L2TP Configuration > LNS Account List

LNS Account Configuration

UserName

Password

Enable

admin

adminl

LNS Account List

Step 3: Check "Enable" to enable the LNS user.

Password

Edit

Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit

elete



@ Status > APP - L2TP Configuration > LNS Account List

& Net > LNS Account Configuration

@ Security >

88 APP UserName admin
DDNS Password adminl

Advanced NAT Enable

UPNP

IGMP/MLD

Daily APP

AP Manage

AP Config Manage
Portal Manage
Vian Manage

L2TP Configuration

Internetlog |

Management >

- Diagnose >

Step 4: Click "Submit" to complete the creation of the LNS account.

@ Status > APP > L2TP Configuration > LNS Account List

@ Net > LNS Account Configuration

© Security >

88 APP . UserName admin
DDNS Password adminl

Advanced NAT Enable

UPNP

IGMP/MLD

Dally APP

AP Manage

AP Config Manage
Portal Manage
Vian Manage

L2TP Configuration

IntemetLog M

Management >

%» Diagnose >

6.3.6.4.2 Deleting LNS Account Instance

Select the instance you wish to delete and click the "Delete" button to complete the deletion as illustrated in
the figure below.



@ Status

@& Net

@ Security

88 APP
DDNS
Advanced NAT
UPNP
IGMP/MLD
Daily APP
AP Manage
AP Config Manage
Portal Manage

Vian Manage

L2TP Configuration

IntemetLog Manage

Management

Diagnose

>

APP > L2TP Configuration > LNS Account List

LoTPInformation  LAC Configuration  LNS Configuration  LNS Account List

UserName Password Enable elete

3 admin adminl Yes Edit

2 - i s Edit =
3 - - - Edit -
4 - - - Edit -
5 - - - Edit -
6 - - - Edit -
7 = = # Edit =
8 - = - Edit =
9 - - - Edit -
10 - - - Edit -
11 - - - Edit -
12 - - - Edit -
13 - - - Edit -
14 & = & Edit =
15 - i W Edit #
16 - - - Edit -
17 - - - Edit -
18 - - - Edit -
19 - - - Edit -
20 = = # Edit =

6.3.7 InternetLog Manage

Click on the menu "APP -> InternetLog Manage" to

figure below.

@ Status

@ Net

@ Security

88 APP
DDNS
Advanced NAT
UPNP
IGMP/MLD
Daily APP
AP Manage
AP Config Manage
Portal Manage
Vlan Manage

L2TP Configuration

Internetlog Manage

Management

2 Diagnose

>

APP > Internetlog Manage

InternetLog Manage

InternetLog Enable

Tips: By default, the device's internet log is only updated to the avasa platform after10M.
Click the submit button to immediately update the intemet log to the avasa platform.

enter the InternetLog management as illustrated in the



When the InternetLog manage is enabled, the device's internet logs will be uploaded to the AVASA when a
single log file reaches 10MB. Logs stored on the AVASA are updated once every hour. Clicking the "Submit"
button will immediately sync the latest logs to the AVASA.

The uploaded internet log information can be viewed on the AVASA under "Projects -> Internet log".

~

() Home [ Projects ) Al Algorithm {1 Accounts ERUTECH O A8 2 a0min@20240513447 v
AvASA

RLTECH Internet log

RH804G-BF
= Internet log RouterOS Internet log

*The log is updated every hour of the day, and you can see your online history from an hour or mose ago, only the last 90 days.
E Device Management

&h Topology Terminal MAC to [=] export

Terminal MAC Account name Associated devices Source IP Destination IP online time

@ Portal Page

@ Auth Config

@ Portal config

@ Interet log

A Aigo Management

6.4 Management

6.4.1 Account

End-user account password modification after verification (Verify the original password first and is only
available to end users), as illustrated in the figure below.

(1) Each account allows only one user to log in at a time; a second user will be denied.
(2) The system will automatically log out the user if there is no activity for five consecutive minutes after login.

(3) If the username and password are entered incorrectly 3 times consecutively, the user will be unable to enter
the username and password for verification within 1 minute.



& Status > Management > Account

@ Net ? Account
@ Security 5
98 APP > UserName: user
& Management ~ New Password:
Password:
Device

Maintenance

2 Diagnose >

6.4.2 Device

6.4.2.1 Reboot

Supports device reboot as illustrated in the figure below.

© Status > Management > Device > Reboot
@ Net > Reboot | ResettoDefaults Indicatorlight  Timer schedule
@ Security >
& Management
Account
Log

Maintenance

%» Diagnose >

After clicking "Reboot", the following message appears.

192.168.2.1:8080 says

Are you sure to reboot?

After clicking "OK", the process continues as illustrated in the figure below.



& > C A Notsecure | 192.168.2.1:8080/cgi-bin/content.asp

Please wait the device is rebooting....

6.4.2.2 Reset to Defaults

Step 1: Reset to defaults via the page button as illustrated in the figure below.

@ Status > Management » Device > Reset to Defaults
@ Net > Reboot = ResettoDefaults | Indicatorlight  Timer schedule
@ Security >

8 >

& Management ¥

Account

Device

Log
Maintenance

0 Diagnose >

Step 2: A confirmation dialog appears as follows.

192.168.2.1:8080 says

Are you sure to reset to defaults?

oK Cancel

Step 3: After clicking "OK" the following message appears.



« C A Notsecure | 192.168.2.1:8080/cgi-bin/content.asp

Please wait about 2 minutes the device is rebooting to reset to defaults. ...

6.4.2.3 Indicator Light

Check or uncheck "Enable" to control the indicator light on/off.

@ Status > Management > Device > Indicator light
@ Net > Reboot  ResettoDefaults  Indicatorlight  Timer schedule
® Security >
Indicator light: enabled

93 APP >
& Management %

Account

Log

Maintenance

» Diagnose >

6.4.2.4 Timer Schedule

Click "Management -> Device -> Timer Schedule" to access the scheduled reboot configuration page, as
shown below.

Maodel: RHE001GR Log out
3 Status > Management » Device > Timer schedule
@ Net > Reboot  Resetto Defaults  Indicatorlight  Timer schedule
@ Security >
Add up to 16 items!
98 APP >

Number Enable Time Date Edit Delete
&) Management v

Log

Maintenance

= Diagnose >

Step 1: Click "Add" to create a schedule reboot rule.



Model: RHB001GR

&y Status > Management = Device > Timer schedule
& Net > Reboot  ResettoDefaults  Indicatorlight  Timer schedule
® Security >

Add up to 16 items!
98 APP >
Number Enable Time Date

&) Management w

B

Log
Maintenance

Y. Diagnose >

Step 2: Navigate to the schedule reboot configuration page. Check "Enable" and set the scheduled reboot
time. Click "Submit" as illustrated in the figure below.

Model: RHE001GR

) Status >
>
@ Net Add
@ Security >
5 Enable:
Time: 08 ~ |hour | 10 minute
&) Management v
Account Date: 22
P
Cancel
Log

Maintenance

Y» Diagnose >

Step 3: The configured scheduled reboot rule is shown below. The device will automatically reboot at 08:10

on the 22nd of every month.



@ Status > Management > Device > Timer schedule

@ Net > Reboot  ResettoDefaults  Indicator light  Timer schedule
® Security >
Add up to 16 items!
>
Number Enable Time Date Edit Delete
&) Management v
1 Yes 08:10 22 Edit

Account

Log

Maintenance
% Diagnose >

Step 4: Click "Edit" to modify the scheduled reboot rule as illustrated in the figure below.

@ Status > Management > Device > Timer schedule
@ Net > Reboot  ResettoDefaults  Indicator light | Timer schedule
@ Security >
Add up to 16 items!
93 APP >
Number Enable Time Date Edit Delete
& Management v
Yes 0810 2

Account

Log

Maintenance
2 Diagnose 3

Step 5: Check "Delete" and click the "Delete" button to remove the scheduled reboot rule as illustrated in the
figure below.

@ Status > Management » Device > Timer schedule
& Net > Reboot  Reset to Defaults  Indicator light ~ Timer schedule
@ Security >

Add up to 16 items!

88 APP >
Number Enable Time Date Edit Delete
&) Management v

1 Yes 08:10 22 Edit
Account
oo
Log

Maintenance

- Diagnose >

6.4.3 Log



Click on the menu "Management -> Log" to enter the system log configuration page as illustrated in the

figure below.

@ Status > Management » Log > Set Level
@ Net > Setlovel | tag
@ Security >
Log: @Disable ' Enable

38 APP >
@ Management - Log Level: Debug

Account

Device

Log

Mainte

2 Diagnose >

Step 1: Enable the system log function and click "Submit" as illustrated in the figure below.

© Status > Management > Log > Set Level
@ Net > Setlevel  Log
@ Security >
Log: Disable

88 APP >
& Management ~ Log Level: Debug

Account

Device

Log

Maintenance

» Diagnose 5

Step 2: Select the log level settings to view the desired system log information and click "Submit" as

illustrated in the figure below.

€ Status > Management » Log > Set Level
@ Net > Setlevel | “iag
@ Security >
Log: Disable ® Enable
38 APP >
@ Management 5 Log Level: Debug
Emergency
Account Alarm
Device Error
Wamning
Log Note

Notice

Maintenance

% Diagnose >



Step 3: View detailed log information by log level as illustrated in the figure below.

@ Status >
@ Net >
@ Security >
Debug
38 APP >
& Management - ProductClassRH800LGR:
024031500005
Account HWVerV0.10:
SWNer0.018;
Devic
Log

Maintenance

2 Diagnose >

6.5 Diagnosis

6.5.1 Network Diagnosis

Network diagnosis using PING and Traceroute under the selected WAN connection to test network
connectivity. The destination address for testing supports both IP addresses and domain names.

6.5.1.1 Network Diagnosis Using Ping

@ Status > Diagn > PING Test

@ Net > PING Test

Test  Inform Upload

@ Security >

PING Test
88 APP >
Management > Repetitions 10 (1-10 times)
@ Diagnose N Interface: 1_INTERNET_R_VID_100
Network Diagnose
Destination 17216101
Address :

6.5.1.2 Network Diagnosis Using Traceroute



© Status > Diagnose > Network Diagnose > Tracert Test

@ Net > PINGTest | TracertTest | Inform Upload
@ Security >
Tracert Test
APP >
Management > Interface: 1_INTERNET_R_VID_100
¥ Diagnose v Destination 17216101

Adadress :

Network Diagnose n

6.6 Logout

Log out the currently logged-in user as illustrated in the figure below.

Model: RLBO01GR

@ Status > Diagnose » Network Diagnose > Inform Upload
& Net > PINGTest  Tracert Test | Inform Upload
@ Security >

Inform Upload

38 APP >

Management >

R Diagnose

Network Diagnose

The logout process will return you to the login page as illustrated in the figure below.



UserName: user

Password:

Language: English



7. ACAP Solution

7.1 AP Manage

Click on the menu "APP -> AP Manage" to enter the AP information list page as illustrated in the figure
below.

@ Status > APP > AP Manage > AP List
@ Net > APList | Tasklist Stalist
@ Security >
AP Statistical Info
8 APP v
Maximum number of AP supported by the Devic: 128 Number of AP currently connected: 1

DDNS

Advanced NAT Fiter by keyword:  Model Kot Astoratc refresh (seconds):  Prohibited

UPNP

I— 0] Model P Version MAC Status | Profile | Channel | 5G Channel Port StaNum | Remarks | Details

‘ 1 RHSDZGW-AX3 19216823 V0043 44953B:1A248  Online Default H a0 LANPONL o Remarks Details ‘

Daily APP

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

» Diagnose >

7.1.1 AP List

7.1.1.1 AP Statistical Info



@ Status > APP > APManage > AP List

@ Net > APList  Taklst St Lis
@ Security >
AP Statistical Info
88 APP v
Maximum number of AP supported by the Devic: 128 Number of AP currently connected: 1
DDNS
Advanced NAT Fiter by keyword:  Model v Keywords: Automatic refresh (seconds):  Prohibited
UPNP
IGMP/MLD Model P Version MAC Status | Profil Channel | 5G Channel Port StaNum | Remarks e
— ‘ 1 RHBOZGW-AX3 19216823 V0043 44953B:1A248  Online Default H a0 LANPONL o Remarks Details ‘

AP Config Manage
[ T ]

Portal Manage

Vian Manage
L2TP Configuration
InternetLog Manage

» Management >

Diagnose >

Displays the maximum number of APs supported by the device and the current number of connected APs.

7.1.1.2 AP List

@ Status > APP > AP Manage > AP List
@ Net > APList  Tasklist  Stalist
® Security >
AP Statistical Info
88 APP v
Maximum number of AP supported by the Devic: 128 Number of AP currently connected: 1

DDNS

Advanced NAT Fiter by kepord: Model v Kepwords: Avtomati refresh (seconds:  Prohibited

UPNP

1GMP/MLD Model » Version MAC Status Profile Channel 5G Channel Port StaNum Remarks ils

Daily APP ‘ 1 RHSDZGW-AX3 19216823 V0043 44953B:1A248  Online Default H a0 LANPONL o Remarks Details ‘

AP Config Manage
T N T

Portal Manage
Vian Manage
L2TP Configuration
Internetlog Manage
Management 3

0 Diagnose >



The page displays various basic information about online and offline AP devices, offering features such as
filtering the AP list by conditions, automatically refreshing the list, and viewing detailed information.

Displayed information includes: AP model, IP address, AP version, AP MAC, status, profile, channel, 5G
channel,ports and number of AP clients.

€ Keyword Filtering

APP » AP Manage > AP List

5 Status >
& Net > APlist  Tasklist  Stalist
@ Security >]
AP Statistical Info
88 APP ~
Maximum number of AP supported by the Devic: 128 Number of AP currently connected: 1
DDNS
Advanced NAT Fiter by keyword:| Model ywards: Automatic refresh (secands):  Prohibited
UPNP
1GMP/MLD Version Channel 5G Channel Remarks | Details
MAC
o Status o2 asoszBIA1248  Online Default H 0 LANPONL 0 Remarks Details ‘
Daily APP
Profile
Channel
StaNum

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

Intemetlog Manage
Management >

2 Diagnose >

Keywords that can be used include AP model, IP, version, MAC, status, profile, channel, 5G channel, and
Stanum. After selecting a filter rule, enter relevant keywords and click the query button to filter:



@ Status > APP » APManage > AP List

Maximum number of AP supported by the Devic: 128 Number of AP currently connected: 1

@ Net > APList  Tasklist  StaList
@ Security >
AP Statistical Info
88 APP v
DDNS

Advanced NAT | Fiter by keyword:  MAC

Keywords: 48

UPNP
IGMP/MLD Mod U
e |5 natawins  aiss

AP Manage

AP Config Manage
Portal Manage
Vian Manage
L2TP Configuration
InternetLog Manage
Management >

» Diagnose >

MAC Status Profi

33:05:38:1A11248 | Online Default H

Channel

5G Channe

Port StaNum Remarks ef

40 LANPON1 0 Remarks Details ‘

[ T ]

Click the show all button to remove filter conditions.

@ Detailed Information

@ Status > ape s |l Model
@ Net > 1P Address:
Version
@ Security > MAC
Status:
AP & Profile:
DR 2.4 Channel:
5G Channel:
Advanced NAT il Port:
StaNum:
UPNE Remarks:
1GMP/MLD 2ao RS
5G BSSID:
Daily APP PON SN:
DevsN:
AP Config Manage LU
FlashSize:
Portal Manage HostName:
CPUUsage:
Vian Manage MEMUsage:
L2TP Configuration flashizaos
ONTDistance:
InternetLog Manage Temperature:
Current:
Management > Voltage:
" TxPower:
Diagnose > S
PON Offline Reason:
PON Online time:
PON Offline time:
PON Down time:

A Not secure | 192.168.2.1:8080/cgi-bin/ap_online_detail.asp?param1=4495381A1248 44953B1A1248&par...

RH802GW-AX3
192.168.2.3
V0.0.43
44:95:3B:1A:12:48
Online

Default

8

40

LANPON1

0

44953B1A124C
44953B1A124D
44953B1A1248

0
0DOH15M39S
512 MB

256 MB
FTTRSub_1A1248
0%

29%

86%

152m

46.25°C

1130 mA

324V

-2.02 dBm

-1.54 dBm
FiberBroken
1970-01-01 00:00:58

fresh (seconds):  Prohibited v
:hanllel Port StaNum Remarks Details

frrcorsperpage 30 e« 1|
e | ENEnaEn




Click the "Details" button to view more detailed information about the AP.

7.1.1.3 AP Management

) Status > APP > AP Manage > AP List
& Net > APList  Tasklst St Lis
@ Security >
AP Statistical Info
88 APP v
Maximum number of AP supported by the Devic: 128 Number of AP currently connected: 1

DDNS

Advanced NAT Fiter by keyword: | MAC v Keywords Actomatc refresh (seconds):  Profibited

UPNP

1GMP/MLD 0] Model P Version MAC Status | Profile | Channel 5G Channel Port StaNum | Remarks | De

Daiy APP e R e B S G
AP Config Manage
][] =[] — ]

Portal Manage

Vian Manage
L2TP Configuration
IntemetLog Manage

Management >

- Diagnose >

After selecting one or multiple APs, you can perform operations such as bind profile, version upgrade, delete
record, reboot, and restore default.

4 Bind Profile



5 Status >

@ Net >

@ Security >

88 APP v
DDNS

Advanced NAT
UPNP

IGMP/MLD

Daily AP

AP Config Manage
Portal Manage

Vian Manage

L2TP Configuration
IntemetLog Manage

Management >

Diagnose >

After selecting an AP, you can modify the bound profile

settings.

A Not secure | 192.168.2.1:8080/cgi-bin/ap_online_bind.asp?param1=4495381A1248_44953B1A1248&param2=..

app s |l
Basic Info

Key:

Profile Description: (Range : 0 to 31 characters)

Profile Selection: | | Default v ‘

Enable: || Manual config

AP speed limit Settings

3 DownstreamSpeedMar: Mbps (0~1024 0 unlimited)
i
UpstreamSpeedMax: Mbps (0~1024 0 unlimited)
2.46Config
Mode: v
Bandwidth: v
Channel:
TePower: v

Wireless Network SSID Settings-2.4G

Action | ID | Status | SSID Name | Client isolation | Broadcast SSID | MaxAssociateNum | Security Mode

@ 1 Enable APL Disable Enable 32 OPEN
5GConfig Click to expand >>
eth Config Click to expand >>

“ el

(seconds): ~ Prohibited v

Details

Remarks

v, Por page 10 Jines i 4|1 »»\

€ Version Upgrade

© Status >

@ Net >

@ Security >

88 APP v
DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

Vs Niaannse >

APP > AP Manage > AP List

APList  Tasklist  StaList

AP Statistical Info

Maximum number of AP supported by the Devic: 128 Number of AP currently connected: 1

Filter by keyword:  MAC v Keywords:

D Model P Version MAC Status Profile | Channel

FirmwareUrk
P
FtoPud:

Cancel

or choose manual configuration for personalized

Automatc refesh (cond. Profitited

5G Channel Port

StaNum




Enter the URL of the upgrade firmware and the account credentials of the remote server to remotely upgrade
the AP.

Upgrading to the same version number is not allowed.

@ Delete Records

& Status > APP > AP Manage > AP List
@ Net > Aplist  Tasklst St Lis
@ Security >
AP Statistical Info
88 APP ~
Maximum number of AP supported by the Devic: 128 Number of AP currently connected: 1
DDNS
Advanced NAT Fiter by keyword: | MAC Keywords: Automatic refesh (seconds: _Prohibited
UPNP
MBI Version Status | Profile | Channel | 5G Channel StaNum | Remarks | Details
Daily APP

AP Config Manage
Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

U» Diagnose >

Select APs with an offline status and click the "Delete record" button to remove the offline AP records. You
cannot delete records of online AP devices.

€ Reboot and Restore Default



) Status > APP > AP Manage > AP List

& Net > APList  Tasklst St Lis
@ Security >
AP Statistical Info
8 APP v
Maximum number of AP supported by the Devic: 128 Number of AP currently connected: 1

DDNS

Advanced NAT Fiter by keyword: | MAC v Keywords Actomatc refresh (seconds):  Profibited

UPNP

IGMP/MLD Mod P Version MAC Status | Prof Channel 5G Chann Port StaNum | Remarks

Dty Avp o e I Rt T
B e pagetont . pages o 1 recorts perpnce. 10w« 1 [ TR *
AP Config Manage

soct Deront | ot Restore Dot

Portal Manage

Vian Manage
L2TP Configuration
IntemetLog Manage

Management >

J» Diagnose >

Select an AP to perform reboot or restore default operations.

7.1.2 Task List

@ Status 5 APP > APManage > Task List
@ Net > APLlist  Tasklist  Stalist
@ Security >

B APP o Task List

DDNS Filter by keyword: AP MAC Keywords Gy m

Advanced NAT
D AP MAC A

uPKP Result Cause Of Failure URL Ftp User Ftp Password

1GMP/MLD ‘ 1 44:95:38:1A:12:48 Reboot Success - - - - ‘

Daily APP Current 1 pages/Total 1 pages, Total 1 records. Perpage. 10 Lines i & 1 » »\

AP Config Manage
Portal Manage
Vian Manage
L2TP Configuration
InternetLog Manage
Management 3

» Diagnose >

Displays the latest tasks issued to each AP through the AP management function, including AP MAC, action,
result, etc. Each AP only shows one task record. The page also provides filtering functionality.



7.1.3 Sta List

@ Status > APP > AP Manage > Sta List
@ Net > APList  Tasklist  StaList
@ Security >
Wireless Sta List:
88 APP v

DDNS Fiter by keyword:  STA MAC Kejiatndss Automatic refresh (seconds):  Prohibited

Advanced NAT

UPNP n STA MAC ) g HostName Connect SSID AP MAC TxRate RxRate Uptime Status Details
N/A ‘

‘ 1 B6:B761:473CAC 10216823 TITTTTTT-L 48:05:38:1A:12:48 0 0 1 Details
IGMP/MLD

Portal Manage

Vian Manage
L2TP Configuration
Internetlog Manage

Management >

%+ Diagnose >

Displays information about wireless access devices in the network, including MAC address, IP address, and
connected SSID. You can click the "Details" button corresponding to each STA to view detailed information.The
page also provides filtering functionality.

7.2 AP Config Manage

Click on the menu "APP -> AP Config Manage" to enter the AP management configuration page as
illustrated in the figure below.



) Status >

@ Net >

® Security >

88 APP v
DDNS

Advanced NAT
UPNP
IGMP/MLD
Daily APP
AP Manage
Portal Manage
Vlan Manage
L2TP Configuration
Internetlog Manage
{&» Management >

Diagnose >

Model: RH8001GR

APP > AP Config Manage > Basic Wifi Config

Basic Wifi Config ~ Common Profile  Individuality Profile  Advance Wifi Config

SSID of wireless network is set to -2.4G

This configuration only provides the SSID-1 Settings of the default template. If you need to
configure more options, please click the default template under the Configuration template
management page

Enable SSID

SSID-1 Name:  hotel (Range : 1 to 31 characters)
Security Mode: | WPA2-PSK v
Shared key : = 123456789 (Range : 8 to 63 characters)

Encryption : | AES

SSID of wireless network is set to -5G

Enable SSID

5G-SSID-1 Name:  staff (Range : 1 to 31 characters)
Security Mode: | WPA2-PSK v
Shared key : = 123456789 (Range : 8 to 63 characters)

Encryption : | AES

Apply

Log out



@ Status > APP > AP Config Manage > Common Profile

& Net > Basic Wifi Config  Common Profile il 4 Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment _list.asp?param1=18&param2=Default&param3=co...
@ Security > Basic Info
Common Profile List

9 APP " Profile Name: (Range : 1o 15 characters)

DNS Profile Description: (Range : 0 to 31 characters)

I AP speed limit Settings
Advanced NAT Enable:
PP DownstreamSpeedMax: 000 Mbps ~  (0~1024 0 unlimited)
UpstreamSpeedMax: | 0.00 Mbps (0~1024 0 unlimited)
1GMP/MLD Current 1 pages / Total 1 page:

reless Network Settings-2.4G

e =N
Select:
Mode:  bgnax v

AP Manage

Bandwidth :  40M b4
AP C

ig Manage
Channel :  AUTO v

Portal Manage

TxPower 100% v
Vian Manage

L2TP Configuration

InternetLog Manage

% Management > F 1 Enable hotel Disable Enable 32 WPA2-PSK
. = 2 Enable ZZzz7zzZ-2 Disable Enable 32 WPA2-PSK
% Diagnose >
24 3 Enable 77777777-3 Disable Enable 32 WPA2-PSK
E 4  Enable 77777777-4 Disable Enable 32 WPA2-PSK
5GConfig Click to-expand > >
eth Config Click to expand = »




5 Status >

& Net >

® Security >

38 APP ~
DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

Portal Manage

Vlan Manage

L2TP Configuration

InternetLog Manage
{& Management >

- Diagnose >

APP » AP Config Manage > Common Profile

Basic Wifi Config ~ Common Profile I

Common Profile List

Current 1 pal

s / Total 1 page:

Modify Common Profile

A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment listasp?param1=18&param?2=Default&param3=co...
i

Basic Info

AP speed limit Settings

Dow|

Profile Name:

Profile Description:

Enable:

[ osty2rs 50 Gogecrere R 13

A Not secure | 192.168.2.1:8080/cgi-bin/wlan_ap_ssid_config.asp?paraml...
U

(Range : 1 to 15 characters)

(Range : 0 to 31 characters)

2.4GConfig

Basic less Network

Encryption

Wireless Network SSID &

Action | ID  Status | SSID I

E
B 2 Enable
[ 3 Enable
[ 4 Enable
sGConfig
eth Config

SSID Name =

Security Mode :

Shared key :

Client isolation :
Broadcast SSID :
Guest Mode :
Bridge Vian :

MaxAssociateNurm :

Enable 51D

hotel

WPA2-PSK

123456789

AES

Disable

Enable

Enable

Disabled VLAN

(Range : 1 to 31 characters)

(Shared key)

The range is 0~32

Submit

Cencel




& Status >

& Net >

@ Security >

88 APP v
DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

Portal Manage

Vlan Manage

L2TP Configuration

InternetLog Manage
Management >

Y Diagnose >3

PP - AP Config Manage > Common Profile

Basic Wifi Config

Cemmoen Profile List

Current 1 pagesY Total 1 page:

Common Profile Tl

A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment_list.asp?param1=1&param2=Default&param3=co..

Basic Info
Profile Name: (Range: 1to 15
characters)
Profile Description: (Range: 0 to 31
characters)
AP speed limit Settings
Enable:

Do t & it

A Not secure | 192.168.2.1:8080/cgi-bin/ap_eth_port_config.asp?param1=_
2.4GConfig
Mode:
5GConfig
) Connection type: LAN-1
eth Config
\ Sub eth port Config ol -
Bridge Vlan : 2 (2~4092)

Parameter Description Table for Wi-Fi

Configuration
Operating mode Parameter description
parameters
Enable SSID Single 2.4G/5G Wi-Fi on/off switch.
SSID-1 Name SSID-1 name.
Basic WiFi Security Mode Security modes, including OPEN/WPA2-PSK/WPA3-SAE

Config

Transition, etc.

Shared key

Password for SSID.

Encryption

Encryption methods, including AES/TKIP/AES+TKIP,etc.

Basic Info

Profile Name

Profile name, range: 1 to 15 characters.

Profile Description

Profile description, range: 0 to 31 characters.




Downstream maximum speed: 0~1024 (Mbps/Kbps selectable, 0

DownstreamSpeedMax indicates unlimited)
AP speed limit
Settings UpstreamSpeedMax Upgtream maximum speed: 0~1024 (Mbps/Kbps selectable, 0
indicates unlimited)
This item is used to set the wireless working mode of the router.
Mode 2.4G:802.11b/g/m mixed mode is recommended.
5G:802.11ac/n/a mixed mode is recommended.
Wireless Channel Width.
Bandwidth 2.4G Range: 20M, 40M,
5G Range:20M,40M.80M, 160M.
Basic Wireless
Network Settings The channel for data signal transmission with wireless signal as the
transmission medium. If AUTO is selected, the terminal will
automatically select a best channel according to the surrounding
Channel environment.
2.4G:Channel can choose 1~13 .
5G:Channel can choose 36/40/46/48/52/56/60/64 and so on
Wireless transmit power, it is recommended to keep the default value
TxPower
of 100%.
Enable SSID Enable or disable this SSID.
SSID Name The name of this SSID. Range : 1 to 31 characters.
. Security modes, including OPEN/WPA2-PSK/WPA3-SAE
Security Mode I
. Transition, etc.
Modify
2.4G/5G_SSID Shared Key Password for SSID.
Encryption Encryption methods, including AES/TKIP/AES+TKIP,etc.

Client isolation

Once the client isolation feature is enabled, devices connected to the




same SSID will be unable to communicate with or access each other.

Enable or disable SSID broadcast. After enabling, devices can

Broadcast SSID discover and connect to this SSID.
After selecting the Bridge VLAN parameter, the SSID will be bound
Bridge VLAN to the Multi-VLAN instance. Devices connected to this SSID will
obtain IP addresses from the Multi-VLAN instance's subnet.
. The maximum number of connected clients for this SSID. The range
MaxAssociateNum .
is 0~32.
Sub eth port ID Sub eth port config instance ID.
Config
Enable ON or OFF sub eth port config

Connection type

Select the AP LAN-side port to configure, range: LANI,
LAN2, LAN3, LAN4.

Mode

Tag mode :transparent, tag, untag.

Bridge VLAN

The VLAN bound to the specified port, range: 2-4094.

7.2.1 Basic WiFi Config




Model: RH8001GR Log out

@ Status > APP » AP Config Manage > Basic Wifi Config
@ Net > Basic Wifi Config  Common Profile  Indiiduslity Profile  Advance Wifi Config
® Security >

98 APP . SSID of wireless network is set to -24G

This configuration only provides the SSID-1 Settings of the default template. If you need to
DDNS configure more options, please click the default template under the Configuration template

management page
Advanced NAT

Enable SSID
UPNP
SSID-1 Name: | hotel (Range : 1 to 31 characters)
IGMP/MLD
Security Mode: WPA2-PSK

Daily APP

AP Manage Shared key 123456789 (Range : 8 to 63 characters)

AP Config Manage Encryption : | AES

Portal Manage

Vllan Manage SSID of wireless network is set to -5G
L2TP Configuration Enable SSID
Internetlog Manage 5G-SSID-1 Name:  staff (Range : 1 to 31 characters)
Management > Security Mode: WPA2-PSK
©» Diagnose > Shared key : 123456789 (Range : 8 t0 63 characters)

Encryption : | AES

The basic wireless settings of the default profile can be configured, including 2.4G and 5G configurations:
whether to enable SSID, SSID Name, Security Mode, Shared key and Encryption.

7.2.2 Common Profile



@ Status >

@ Net 3

@ Security >

88 APP ~
DDNS

Advanced NAT
UPNP
IGMP/MLD
Daily APP
AP Manage
Portal Manage
Vian Manage
L2TP Configuration
InternetLog Manage
{&y Management >

- Diagnose >

APP > AP Config Manage > Common Profile

Basic Wifi Config | Common Profile  Individuality Profile

Common Profile List

Advance Wi Config

Default

Name

Current 1 pages / Total 1 pages, Total 1 records, Per page | 10

Profile Description

Lines 0 «| 1

m

Manage profiles by adding, deleting, modifying, and querying them.

a. Add Profile

@ Status >

@ Net >

@ Security >

88 APP v
DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

Diagnose >]

APP 5 AP

asic||  Basicinfo

Profile Name:

Profile Description:

AP speed limit Settings
Enable:

DownstreamSpeedMax:

UpstreamspeedMan:

Mode :

Banduwid

Channel :

TePower ¢

less Network SSID Settings

4G

A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment_list_new.asp?param1 =1&paramd=9&param5=co...

(Range:1to 15

characters)
(Range:0 to 31
characters)
o Mbps (©6~1024 0 unlimited)
o Mbps ~  (0~1024 0 unlimited)

bgnax
20M/40M
AUTO

100%

ID | Status | SSID Name | Client isolation | Broadcast SSID | MaxAssociateNum | Security Mode

1 Enable TTTTTTIT-1 Disable Disable 32 OPEN
sGConfig Click to expand ==
eth Config Clickto expand >>

conee




When adding a profile, only the profile name and description can be set initially; specific wireless settings
can only be modified after the profile is added.

b. Delete Profile

Profiles other than the default profile can be deleted.

@ Status > APP » AP Config Manage > Common Profile
@ Net > Basic Wifi Config | Common Profile  Individuality Profile  Advance Wifi Canfig
® Security >
Common Profile List
88 APP v
DDNS
ctvanced NAT Action ‘ D ‘ Profile Name Profile Description
uPNP £
IGMP/MLD Current 1 pages / Total 1 pages, Total 1 records, Per page | 10| Lines 14 @ | 1 » o
e =
Select Ada
AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

» Diagnose >

¢. Modify Profile

& Status > APP » AP Config Manage > Common Profile
@ Net > Basic Wifi Config | CommonProfile | Individuality Profile  Advance Wifi Config
@ Security >
Common Profile List
88 APP v
DDNs

Advariced NAT Action D Profile Name Profile Description

upne (R

IGMP/MLD Current 1 pages / Total 1 pages. Tota 1 records, Per page | 10| Lines W @ [ 1 »
et na
AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration

Internetlog Manage
Management >

» Diagnose >



@ 192.168.1.8080/cgi-binfap_confi _comment I Def Goagle .. [ N m|

@ Status > app - Al A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment listasp?param1=1&param2=Default&param3=co...
& Net > Basic| Basic Info
. 2 Profile Name: (Range : 1to 15 characters)
@ Security >
C . :
Profile Description: (Range : 0 to 31 characters)
8 APP v
AP speed
DDNS Enable:
DownstreamsSpeedMax: | 0.00 Mbps (0~1024 0 unlimited)
Advanced NAT
UpstreamSpeedMax: | 0.00 Mbps (0~1024 0 unlimited)
UPNP

2.46Config
Basic Wireless Network Settinas-2.4G

IGMP/MLD
Mode
Daily APP
Bandwidth
AP Manage
Channel
AP Config Manage

Portal ge Netwark SSTD Settings-2.4G
Vian Manage

Action | ID | Status | SSID Name | Client isolation | Broadcast SSID | MaxAssociateNum | Security Mode

1 Enable TTTTTTTT-1 Disable Enable 32 OPEN
s5GConfig Click to expand >>
Management >
eth Config Click to expand >>

i =3

L2TP Configuration

IntemetLog Manage

Modity the profile name (except for the default profile name), profile description, wireless configuration, and
multiple SSIDs.

7.2.3 Multi-SSID Setup

7.2.3.1 SSID to VLAN Association

On the fourth line of the web configuration page, select "APP", choose "AP Config Manage", configure the
general profile in the second column, select the "Default" profile, click "Edit", select the wireless network SSID
setting 2.4G or 5G setting, and you can view the default SSID1 configuration; Click "Edit" and fill in the
corresponding VLAN in "Bridge VLAN". The default value is 0, which means going to the default network
segment 192.168.2.x/24. After making the changes, click "Submit".



) Status >

@ Net >

® Security >

8 APP v
DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

Portal Manage

Vlan Manage

L2TP Configuration

Internetlog Manage
Management >

2 Diagnose >

Model: RH8001GR

APP > AP Config Manage > Common Profile

Basic Wifi Config

Common Profile Lfst

Current 1 pdygs / Total 1 pages ]

[@® Modify Common Profile - Google Chrome.

[=[&] = |

A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment_listasp?param1=1&param2=Default&param3=co...

Basic Info.

Profile Name: (Range : 1 to 15 characters)

Profile Description: (Range : 0 to 31 characters)

AP speed limit Settings

Enable:
Donnsrsamspeeden (o G,éw £
UpstreamSpeediiax: A Not secure | 192.168.2.1:8080/cgi-bin/wlan_ap_ssid_config.asp?param1

2.4GConfig
Basic Wireless Network Settings-2.4G Ensble SSID

SSID Name : APL

Mode (Range  1to 21 charcters)
Banduicth Security Mode © opEN
Cidtiel Client isolstion : Disable
Teai Broadcast SSID ¢ Enable
Wireless Network SSID Settings-2.4G
Guest Mode : Enable

Add Detete.

| (0 indicates that the vlan is disabled)

|

32 The range is 0~32
==

Action 1D Status SSID Name Client isolati

MaxAssociateNum

E
sGConfig

eth Config

7.2.3.2 Client Isolation

Log out

On the fourth line of the web configuration page, select "App", choose "AP Config Manage", configure the

general profile in the second column, select the"Default" profile, click "Edit", select the wireless network SSID

setting 2.4G or 5G setting, and you can view the default SSID1 configuration; Click "Edit", change the default

setting from "Disable" to "Enable" in "Client isolation", then click "Submit" after modification.



Model: RH8001GR

© sty ormen e e crens T

A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment listasp?param1=1&param2=Default&param3=Cco...

Log out

© Status > APP > AP Config Manage > Cammon Profil

& Net >

® Security >

Basic Info

Profile Name:

(Range  1to 15 characters)

Profile Description: (Range : 0 to 31 characters)

Common Profile Ligj AP:speed limit Settings

Enable:

/v : e S
P DiyifitisamSpeetMat | 0100 A Not secure | 192.168.2.1:8080/cgi-bin/wlan_ap_ssid_config.aspZparam...

UpstreamSpeedax | 0.00

Advanced NAT Enable SSID

2.4GConfig

— Basic Wireless Network Settings-2.4C SSID Name : APL (Range : 1 to 31 characters)
Mode:  b.gnax Security Mode : OPEN
IGMP/MLD Current 1 pajes / Total 1 page udamn. | aw
Client isolation : Enable ‘

Daily APP
Channel :  AUTO [Disale |
AP M Broadcast SSID : I EEDE I
anage Tpower:  100%
- = €St Mode : Enable
AP Config Manage Wireless Network SSID Settings-2.4G
Bridge Vlan : 0 (0 indicates that the vlan is disabled)
Portal Manage
MaxAssociateNum : 32 The range is 0~32

Action ID Status SSID *ame Client isolation Broi
Vlan Manage

E;

=u

L2TP Configuration
5GConfig

Internetlog Manage i
eth Config

Management > Cancel

2 Diagnose >

Once the client isolation feature is enabled, devices connected to the same SSID will be unable to

communicate with or access each other.

7.2.3.3 Adding New SSID

On the fourth line of the web configuration page, select "APP", choose "AP Config Manage", configure the
"Common Profile" in the second column, select the "Default" profile, click "Edit", select the wireless network
SSID setting 2.4G or 5G setting, click "Add" to create SSID2, fill in the SSID parameters, and click "Submit" after

modification; up to 4 SSIDs can be set.



) Status >

@ Net >

® Security >

88 APP v
DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

Portal Manage

Vlan Manage

L2TP Configuration

Internetlog Manage
{&» Management >

Diagnose >

Model: RH8001GR

@ Modify Commen Profile - Google Chrome

[=[=] = ]

A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment_list.asp?param 1=18&param2=Defaufté&param3=co..

APP > AP Config Manage > Common Profile

Basic Wifi Config  Common Profile  Inf

Common Profile List

Current 1 pagedJotal 1 pages

Basic Info

Profile Name:

Profile Description:

AP speed limit Settings

Enable:

DownstreamSpeedMax: | 0.00

(Range : 1to 15 characters)

(Range ; 0 to 31 characters)

Log out

Mode:  bgnax
Bandwidth:  40M
Channel :  AUTO

TPower:  100%
Wireless Network SSID Settings-2.4G

Add Delete
I __

Action | ID | Status | SSID Name | Client isolation | Broj

B 1 Enable APL Disable

SGConfig
eth Config

i

Shared key

Encryption

SSID Name :

Security Mode

Client isolation :
Broadcast SSID :
Guest Mode :
Bridge Vlan :

MaxAssociateNum :

A Not secure | 192.168.2.1:8080/cgi-bin/wlan_ap_ssid_config_new.asp?par...
Enable SSID

TEST2 (Range : 1 to 31 characters)
WeA2-pSK
123856789 (Range : 8 to 63 characters)
TP
Disable
Enable v
Enable v
o (@indicates that the vian i disabled)
2 The range is 0~32

7.2.3.4 Sub eth Port Config

Step 1: Click "Add ".

L]



Model: RHBO01GR

Log out
@ Modify Common Profile - Google Chrome | E=En =)
A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment_listasp?param1=18&:param2=Default&param3=co...
@ Status > AP+ AP Config Manage > Common Profile
BasicInfo
o s ” ;i f 5
@ Net B Wi Cong | Commen Profle | i} Profle Name: Range :1t0 15
| characters)
@ Security >
Common Profile List Profile Description: (Range:0to 31
88 APP v characters)
AP speed limit Settings
DDNS Enable:
DownstresmSpeedhax: | 0.00 Mbps (0~1024 0 unlimited)
Advanced NAT
— UpstreamSpeedMax: | 0.00 Mbps (0~1024 0 unlimited)
2.46Config Click o expand >>
1GMP/MLD Current 1 pages / Tl pagesll|  5GConfig Click to expand >>

eth Config

Daily APP

AP Manage

AP Config Manage Enable: Connection type Bridge Vian

Portal Manage
Vlan Manage

L2TP Configuration

InternetLog Manage
Management

% Diagnose

Step 2: Select the LAN interface that you want to set up.




@ Status >

@ Net >

® Security >

88 APP v
DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

Portal Manage

Vian Manage

L2TP Configuration

InternetLog Manage
% Management >

- Diagnose >

Model: RHS001GR

A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment.

=co...

APP > AP Config Manage > Common Profi

Basic Wifi Config  Common Profile

Common Profile List

Current 1 pages / Total 1. pax

fect

Sub eth port Config

Step 3: Select a mode.

Basic Info
Profile Names (Range:1to15
characters)
'@ Added eth_port - Google Chrome
AP speed A Not secure | 192.168.2.1:8080/cgi-bin/ap_eth_port_config.asp?param-
Mode:
Do
Connection type:
Mode:
2.46Config
5GConfig Bridge Vian : 4092)
eth Config

Log out



Model: RH8001GR

@ Status > APP > AP Config Manage > Common Profi
@ Net > Basic Wifi Config | Common Profile
@ Security >
Common Profile List
88 APP v
DDNS

Advanced NAT

uPNP
IGMP/MLD Current 1 pages / Total 1 pax
Daily APP

: elect
AP Manage

AP Config Manage

Portal Manage

Vlan Manage

L2TP Configuration

Internetlog Manage
{&» Management >

2 Diagnose >

Step 4: Set the bridge VLAN ID.

@ Modify Common Profile - Google Chrome =le] = ]
A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment listasp?p =18&param2=D
Basic Info
Profile Name: Llie s

characters)

Sub eth port Config

AP speed i A Not secure | 192.168.2.1:8080/cgi-bin/ap_eth_port_config.aspZparam:
Mode:
Do
Connection type:
Mode:
2.4GConfig
5GConfig Bridge Vlan: o

Log out



Model: RH8001GR Log out

(@ Modify Common Profile - Google Chrome. =&l = J

A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment_list.asp?param1=1&param2=Default&param3=co...

© Status > APP > AP Config Manage > Common Profil|
Basic Info.
(Range:1to15

> .
@ Net Basic Wifi Config  Common Profile PREp—

characters)

® Security >
Common Profile List

88 APP v =

specibii Skt A Not secure | 192.168.2.1:8080/cgi-bin/ap_eth_port_config.aspZparam1=...

DDNS
Mode:
Do

Advanced NAT Connection type: LAN-1
uPNP Mode: tag

2.4GConfig
IGMP/MLD o 5GConfig Bridge Vlan: 1d | (2~4092) |
Daily APP sth Conflg
AP Manage

AP Config Manage

Portal Manage

Vlan Manage

L2TP Configuration

Internetlog Manage
Management >

2 Diagnose >

S &5 3

Note: The configured Bridged VLAN ID must have been created in the Multi-VLAN management for the

configuration to take effect.

Step 5: Click "Submit" to complete the settings.

7.2.4 Individuality Profile



€y Status >

& Net >

@ Security >

88 APP v
DDNS

Advanced NAT

UPNP

IGMP/MLD

Daily APP

AP Manage

Portal Manage

Vian Manage

L2TP Configuration

InternetLog Manage
sy Management >

% Diagnose >

@ Add Profile

Model: RHB001GR

APP = AP Config Manage > Individuality Profile

Basic Wifi Config Common Profile Advance Wifi Config

Individuality Profile List

Action ID Profile Name Profile Description

Current 1 pages / Total 0 pages , Total O records , Perpage| 10 | Lines 14 # 1 » oW



Model: RH8001GR

© Status > APP > AP Config Manal|
@ Net > Basic Wifi Config
® Security >
Individuality Pl
8 APP v
DDNS

Advanced NAT
uPNP Curren
IGMP/MLD
Daily APP
AP Manage
Portal Manage
Vlan Manage
L2TP Configuration
Internetlog Manage
Management >

2 Diagnose >

Basic Info

Key:

Profile Description:

AP speed limit Settings
Enable:
DownstreamSpeediax:
UpstreamspeedMa:
2.46Config
Basic Wireless Network Setting:
Mode :
Banduwidth :
Channel :
TePower :
less Network SSID Setting:

ac

4G

449538141248 4405381A1248

(Range: 0031

characters)

o Mbps ' (0~1024 0 unlimited)
o Mbps (0~1024 0 unlimited)
b.gnax

20M/40M

AUTO

100% v

1 Enable hotel Disable Disable 32 WPA2-PSK
5GConfig Click to expand ==
eth Config Click to expand >>

Personalized profiles are only for individual APs, with the key being mac sn.

bound to the corresponding AP.

@ Modify Profile

Log out

These profiles can only be



) Status >

@ Net >

@ Security >

88 APP v
DDNS

Advanced NAT

UPNP

1GMP/MLD

Daily APP

AP Manage

Portal Manage

Vian Manage

L2TP Configuration

IntemetLog Manage
Management >

- Diagnose >

Model: RH8001GR

APP > AP Config Manage > Individuality Profilg

Basic Wifi Config ~ Common Profile  Ind|

Individuality Profile List

Current 1 pages / Total 1 pages,

elect

7.2.5 Advance Wi-Fi Config

A Not secure | 192.168.2.1:8080/cgi-bin/ap_config_comment_list.aspZparam

Basic Info.
Key:
Profile Description:

AP speed limit Settings

Enable:
DownstreamSpeedMax: | 0.00 Mbps
UpstreamSpeedMax: | 000 Mbps

2.4GConfig

55 Network Setting:

c

Mode:  bgnax v
Bandwidth:  40M
Channel 1 AUTO

TePower:  100% v

&param2=44953B1A1248_4495..

(Format: MAC_SN)

(Range 0 to 31 characters)

(0~1024 0 unlimited)

(0~1024 0 unlimited)

B 1 Enable hotel Disable Enable 2 WPA2-PSK
5GConfig Click to expand >>
eth Config Click to expand >>

el

Supports roaming threshold and blocking weak-signal client access.

Log out



Model: RH8001GR

) Status > APP > AP Config Manage > Advance Wifi Config
@ Net > Basic Wifi Config  Common Profile  Individuality Profile
@ Security >
Layer 2 roaming and disallow weak signal client access Settings
88 APP M In the case of tier 2 roaming, clients below the roaming threshold will roam
according to the reaming protection period
DDNS
Advanced NAT Roaming threshold:  -57 | dBm(Range: -99 to -1, suggested value: -57)
UPNP
If you enable Disable weak signal clients, clients below a set signal strength value cannot access the wireless network
IGMP/MLD
Weak signal client is forbidden to access
Daily APP
AP Manage
Tips : The "No Access Signal strength” needs to be lower than the "Roaming threshold”, otherwise the "Layer 2 roaming”
AP ig Manage function will not work

Tips : When "Weak signal client forced offline” is enabled, after the terminal connects to wifi, the signal is lower than the set

Portal Manage . d l . X
signal strength value, the device will force the terminal offline

Vian Manage
L2TP Configuration
InternetLog Manage

Management >

% Diagnose >

7.3 Portal Manage

Click on the menu "APP -> Portal manage" to enter the Portal management page as illustrated in the figure
below.



Model: RHBOO1GR

‘/j,‘ Statils 5 APP > Portal Manage
@ Net > Portal Manage
@ Security ?

Portal Enable

88 APP v
Advanced NAT
UPNP
IGMP/MLD
Daily APP
AP Manage
AP Config Manage
Vlan Manage
L2TP Configuration
InternetLog Manage

Management >

. Diagnose >

After enabling Portal, access terminals will be authenticated, and they can access the internet after successful

authentication.

Note:The device must be added in AVASA first before proceeding with subsequent operations. Refer to section
8.1.

7.3.1 Adding a Portal Page on the AVASA

Step 1: Click on the menu "Projects -> Portal Page" to enter the Portal page.



() Home A Al Algorithm {1 Accounts

[IRLTECH () Al 2 adming:

REIECH Portal page

+ Add Portal Page
[ RH804G-BF

E Device Management

ch Topology

Welcome to the
Internet

@ Portal Page A

@ Auth Config -
Onekey suis Account
[®) Portal config
One click login -
® menct one ko
Agreew: )

% Algo Management Default config in use @ 2 configs in use @ @

Step 2: Click the "+ Add Portal Page" button at the top right corner to enter the Portal configuration page.

S‘.‘, () Home [ Projects A Al Algorithm {1 Accounts
AVASA

EIRLTECH 0 Arn@ED 2, amin@2024051347 v

RLTECH

Portal page
[ RH804G-BF

E Device Management

ch Topology

Onekey

Welcome to the

Internet
@ Portal Page A
@ Auth Config L 4
Onekey sMs Account
@ Portal config
@ Intemetlog One click login
Agree i 1 )
A Algo Management Default config in use 7] 7] o]

Step 3: Select the Portal page authentication profile or design a custom authentication profile, as shown in
the figure.



() Home [@ Projects
AVASA
RLTECH <Retur  AddPortal page
[ RH804G-BF
Select Template
Welcome to the
E Device Management Internet
Select access method
-~ o
Onekcey sNis Account

@ Portal Page
@ Auth Config

AgreeV

[ Portal config

Usage Protocol

@ Intemet log

& Algo Management

{1 Al Algorithm 0 Accounts

RLTECH () Alaroi@D

(~

Welcome to the Internet

Onskey SMs Account ‘Welcome to the
Internet
Agres sage
Onekey sMs Account

Advertising image:

(S

Welcome to the Internet

2, a0min@20240513447 v



RUTECH 0 Alm@D 2, a0min@20240513447 v

() Home [E Projects {1 Al Algorithm 0 Accounts
AVASA
RLTECH

[ RH804G-BF

Set authentication page

W, Welcome to the ;
@~ internet Tite: Authentication
E Device Management
Welcome Message: Weicome to the Internet
Topology Select access method
= 0 e}
= o Internet Protocol: @) After activation, users need to check the consent agreement in order to authenticate online
Onekey Swis Account

@ Portal Page

Wi-Fi Service Terms of Use

Agree\Wi Fi Usage Protocol

© Auth Config

The ownership, operation rights, revenue rights, copyright, and trademark rights of all services,
products, or technologies provided by this WI-Fi network (hereinafter referred to as "the Network")
are owned by the WI-Fi network operator and provider (hereinafter referred to as "the Provider”). The
condition for users to use this network is ta unconditionally accept these service terms. Any user who
uses the network should carefully read these terms. Users have the option not to use this Wi-Fi
network, and the act of using the network will be considered as full recognition of all the contents

[ Portal config

@ Intemet log

of this service agreement

A, Algo Management
g Background image:  Upload Files

Supports formats pgipeg/png/gitiomp, up to 10M, recommended size 10301920

Logo Image:  Upload Files

Supports formats jpgfipeg/png/gifiomp, up to 10M, recommended size 163"

Step 4: Click "Save" to complete adding the Portal page.



() Home [E Projects A1 Al Algorithm {1 Accounts RLTECH () Abmo@ 2 admin@20240513447 v
AVASA

Set authentication success page
RLTECH

9 RH804G-BF Q

Certification Successful Welcome Message  weicome to the Intemet

Tite: Certification Successful

Welcome to the Internet

After the authentic ation expires, if you Advertisement 1 2 Upload Files
want to continue using t, please open
your browser, browse any website, and
e authenticate in the pop-up
authentication page.

.+ Topology Jump patn

E Device Management

Supports formats pgipeg/png/gifibmp, up to 10M, recommended size

Advertisement 2. 2 Upload Files
Suppors formats jpgipeg/ong/giiomp, up to 10M, recommended size
@ Portal Page
Jump path:
@ Auth Config
Advertising image:
Advertisement 3. 2 Upload Files

[ Portal config

‘Supports formats Jpgfipeg/ong/gifiomp, up to: 10M, recommended size

@ Intemet log Jump path

Advertisement 4  Upload Files

Supports formats ipgipeg/pna/gitiomp, up to: 10M, recommended size

& Algo Management

Jump path

7.3.2 Portal Auth Config

Step 1: Click on "Projects -> Auth config" then click the "+ Add cloud authentication" button at the top right
corner to enter the cloud authentication configuration page as illustrated in the figure below.



»

() Home [ Projects A AlAlgorithm {1 Accounts [IRLTECH 0 Al 2 adming:
AVASA

RITECH Auth Config

[ RH804G-BF
Cloud Authentication Account Authentication Router0S Account

E Device Management

h Topology

Onekey
@ Portal Page Welcome to the Welcome to the
Internet Internet
@ Auth Config A
@ Portal config A 4
Onekey Onekey

@® Intemet log

[Oneclck ook One click login One ciick login

Agreewi toco Agreew Fi Us oco

& Algo Management

@ vo o oo

a.Fill in the authentication name. If seamless authentication is enabled, set the authentication aging time, then
click "Next".

~3 () Home [E] Projects ) AlAlgorithm {1 Accounts RUTECH O Al 2 a0min@20240513447 v
AvASA
RLTECH «Retumn AddAuth Config
[ RH804G-BF
° Basic seftings Authentication method Portal page
B Device Management
* Name TEST-NET |

ch Topology
Perceptionless Auth - (@D

Portal Page
= & Aging Time : | 1

© Auth Config Cuslomers who exceed the aging ime need (0 re-auihenticate. 0 of leaving it blank means never expire.

@) Portal config

@ Intemetlog

o -

& Algo Management

b.Select one of the three authentication methods: "One Key", "SMS Authentication", or "Account
Authentication", then click "Next".



»

() Home [ Projects A AlAlgorithm {1 Accounts [IRLTECH 0 Al 2 adming:
AVASA
RLTECH <Retum  AddAuth Config
B3 RHB04G-BF
o Basic settings e Authentication method Portal page
E Device Management
One Key : [ @)
¢k Topology @i
single Launch Duration 0

SMS Authentication

Daily Online Duration 0
Account authentication

@ Porial Page

@ Auth Config

@ Portal config

@ Intemet log

A Aigo Management

Previous Next

c.Choose an existing Portal page binding or create a new Portal page binding for the authentication
configuration, and click "Submit" to complete adding cloud authentication.



»

() Home [ Projects ) AlAlgorithm {0 Accounts [RLTECH 0 Ao 2 20min@20240513447 v
AVASA
RLTECH «Retum AddAuth Config
[ RH804G-BF
o Basic settings e Authentication method 9 Portal page
E Device Management
STETREEES  New Portal page

Topology

@ Portal Page

(~)

@ Auth Config

Welcome to the Internet

Onekey
Wel fo th Select access method

@ Fortal coni /elcome to the
& i Internet M o

U o
@ Intemet log P g \ s Account

A\ 4
Onekey ss Account

& Algo Management

One click login One click login faise

Agree 71U

Previous

Step 2: Add Account Authentication

Note: For account authentication, users log in with a username and password to use Wi-Fi internet.

a.Click on "Auth Configuration -> Account Authentication -> Account List" to enter the
management page, and click "+ Add New".

account



() Home [ Projects A AlAlgorithm {1 Accounts RUTECH () Al 2, 20min@20240513447 »
AVASA
[EEREIECH Auth Config

[ RH804G-BF
Cloud Authentication Account Authentication Router0S Account

Account Group List Account List
E Device Management
Accountgroup © ease enter Accou me Q | Download Profie  Import account D
A Topology Associate Account

Account name Valid To Group Name Phone number Status Remarks Action

AAAA 20250131 Defaultaccountgroup  AA O g @
@ Portal Page

Total 1 T 3 10/page

© Auth Config

[ Portal config

@ Intemet log

% Aigo Management

b.Set the relevant account information, click "Submit" to complete adding the account.

Add Account

* Account name : TEST-NET
* Password ;
* Expiration date : 2025/06/10

* Account Group : Default account group

Name : T

Phone number :

Remarks :

Status :




Step 3: Portal Configuration

a.Click on "Projects -> Portal config" to enter the Portal configuration page, and click "+ Add Portal."

~

() Home [@ Projects {1 Al Algorithm
AvASA
IRLEE ] Portal config
[ RH804G-BF
Policy Name

Policy Name Auth Config

E Device Management
Default Policy Default config

& Topology

@ Portal Page

© Auth Config

@ Portal config

@ Intemet log

@, Aigo Management

{1 Accounts

Authentication Method

One Key,Account authentication

b.Check the devices that need Portal enabled and click "Next".

Portal status

[_O)

RLTECH

Associated Devices

2024031900019

Total 1

0 i@

10/page

2, 20min@20240513447

Action

o]



AVASA

RLTECH

[ RH804G-BF

E Device Management

Topology

@ Portal Page

© Auth Config

[ Portal config

@ Intemet log

Aigo Management

RUTECH 0 Aln@D 2, aimin@20240513447 v

() Home [E Projects {1 Al Algorithm 0 Accounts

<Retum  Create Poratl

l SN Selected Device

@ RUTECH

SN MAC Address

B RHS04GBF ] Device Name Equipment mode

RH8001GR RHB001GR 2024031900005 449530126090

Cancel Next

c.Set the Portal authentication policy and click "Complete" to enable Portal authentication.

AVASA

RLTECH

[ RH804G-BF

E Device Management

Topology

@ Portal Page

© Auth Config

@ Portal config

@ Intemet log

A Aigo Management

RLUTECH 0 Aam@ 2 admin

() Home [ Projects {1 Al Algorithm  Accounts

“Refumn  Create Poratl

Selected devices : RH3001GR

portal status : @D

The purpose of an authentication strategy is to use the specified authentication config at a specified time and on a specified device. The default authentication policy has the lowest priority and will only take effect when all
@ othor poticies fil

The defait policy does not support deletion and editing operations

- Add strategy

Policy Name Auth Config Device Time Description Action

1 Defauit config Default Authentication 5 @

Total 1 10/page 1

Previous




7.3.3 Disabling Portal Authentication on the AVASA

Step 1: On the Portal configuration page, select the device for which you want to disable authentication and
click the Portal switch as illustrated in the figure below.

o

() Home [ Projects {1 Al Algorithm  Accounts
AVASA

ERUTECH O Al 2 admin@202405134

IRLEE ] Portal config

+ Add Portal
[ RH804G-BF

Policy Name
Policy Name Auth Config Authentication Method Portal status Associated Devices Action
B B Default Policy Defauit config One Key,Account authentication [ @] 2024031900019 g @
Default Policy Defauit config One Key,Account authentication @l 2024031900005 g @
Total 2 10/page 1

@ Portal Page

© Auth Config

@ Portal config

@ Intemet log

@, Aigo Management

Step 2: In the pop-up window, click "Confirm" to disable Portal authentication.



Warning

A Are you sure you want to close Portal?

7.4 VLAN Management

7.4.1 Multi-VLAN Management

7.4.1.1 Creating Multi-VLAN Instances

Step 1: On the "App -> VLAN Manage" page, click the "Add" button to enter the VLAN configuration page,

as illustrated in the figure below.



¢ Status

@ Net

® Security

88 APP
DDNS
Advanced NAT
UPNP
IGMP/MLD
Daily APP

AP Manage

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration
InternetLog Manage

Management

2 Diagnose

Model: RHE001GR Log out

APF > Vian Manage

Vlan Manage

Vlan Enable:

Vlansolate:

VLAN Name VLANID IP Address Subnet Mask Edit Delete

Step 2: Check "VLAN Enable", and set the relevant parameters, for example, set the VLAN name to
VLANI10, VLAN ID to 10, IP address to 172.168.10.1, and subnet mask to 255.255.255.0, as illustrated in the

figure below.



Model: RHB001GR

£y Status > APP » Vlan Manage > Vlan Setting
@ Net > Vlan Setting
® Security >
88 APP v Vlan Enable:
DDNS VLAN Name: Vlanl0
Advanced NAT VLAN ID: 10 (2~4094)
GENE IP Address: 17216101
IGMP/MLD
Subnet Mask: 255.255.255.0
Daily APP
WAN TYPE: Default route WAN
AP Manage

Binding Interface: @ LAN1 EQ LAN2 @2 LAN3 §@ LAN4 [ LANPON

AP Config Manage DHCP Server

Portal Manage IP Pool Starting

Address: 172.16.10.2
Vlan Manage :
_ IP PoolEnding s 60 204
Address:
L2TP Configuration
Lease Time: 1 Day

InternetLog Manage
G 1
Management > m ancel

. Diagnose >

Step 3: Select the WAN type, as shown in the figure.

Default Route WAN: Defaults to Internet Route WAN.

Specified Interface WAN: Designates a specific Route WAN (can be Internet Route WAN or Other Route
WAN), applicable to scenarios with multiple Route WANSs.

Disable WAN Access: Blocks external network access for this subnet.



APP > Wlan Manage » Vlan Setting

Vlan Setting

Vlan Enable:

VLAN Name: Vlanl0

VLAN ID: 10 (2~40094)
IP Address: 17216101

Subnet Mask: 255.255.255.0

WAN TYPE: . Default route WAN

Bindinglnterface‘.l il 3 W LAN4 [ LANPON

Specified interface WAN

DHCP Server Disable WAN access
IP Pool Starting

Adiiess: 172.16.10.2

IP Pool Ending

Aeldress: 172.16.10.254
Lease Time: 1 Day

m cance

Step 4: Select the LAN-side interfaces to be bound, as shown in the figure.

Note: All ports here are in transparent mode.




APP » Vlan Manage > Vlan Setting

Vlan Setting

Vlan Enable:

VLAN Name: WVlanl0

VLAN ID: 10 (2~4094)
IP Address: 172.16.10.1

Subnet Mask: 255.255.255.0

WAN TYPE: _. Default route WAN

Binding Interface: M LAN1 [J LAN2 [FJ LAN3 [ LANZ FJ LANPON
DHCP Server

IP Pool Starting

e - 17216.10.2
IP Pool Ending

P . 17216.10.254
Lease Time: 1 Day

m cancel

Step 5: Click "Submit" to complete the VLAN configuration. A maximum of 8 VLANs can be configured.



APP » Vlan Manage = Vlan Setting

Vlan Setting

Vlan Enable:

VLAN Name: Vianl0

VLAN ID: 10 (2~4094)
IP Address: 172.16.10.1

Subnet Mask: 255.255.255.0

WAN TYPE: Default route WAN

Binding Interface: LAN1 LANZ LAN3 LAN4 LANPON
DHCP Server
IP Pool Starting

Aefdiaie: 172.16.10.2
IP Pool Ending

N 172.16.10.254
Lease Time: 1 Day

ca nce'

7.4.1.2 Modifying Multi-VLAN Instances

Select the instance that needs to be modified, click "Edit" as shown in the figure.



Model: RHS001GR Log out

@ Status > APP > Vlan Manage
@ Net ’ Vlan Manage
© Security >
Vian Enable:
B APP - Vianisolate:
DDNS
Advanced NAT # VLAN Name VLANID IP Address Subnet Mask Edit Delete
WENE: 1 Vian10 10 17216.10.1 255.255.255.0 4 o
IGMP/MLD 2 Vian20 20 1721620.1 255.255.255.0 o
Daily APP n
AP Manage
AP Config Manage m canee!
Portal Manage
L2TP Configuration
InternetLog Manage
Management >
% Diagnose >
7.4.1.3 Deleting Multi-VLAN Instances
Select the instance to be deleted, click "Delete" as shown in the figure.
Model: RH8001GR Lﬂg out

5 Status > APP > Vlan Manage
@ Net > Vlan Manage
® Security >
Vian Enable:

g APP - Vianlsolate:

DDNS

Advanced NAT # VLAN Name IP Address Subnet Mask E

UBNE 1 Vian10 10 17216101 255.255.255.0 Ir-4

IGMP/MLD 2 Vian20 20 17216201 255.255.255.0 I o

AP Manage

AP Config Manage m Cancel

Portal Manage

Vian Manage

L2TP Configuration
InternetLog Manage
Management >

- Diagnose >

7.4.1.4 Enabling Multi-VLAN

Check "VLAN Enable", click "Submit" to enable the multi-VLAN function as shown in the figure.



Model: RHE001GR Log out

& Status > APP > Vian Manage
@ Net ? Vlan Manage
@ Security >
Vian Enable:
g APP N Vianisolate:
DDNS
Advanced NAT # VLAN Name VLANID IP Address Subnet Mask Edit Delete
UPNP 1 Vian10 10 17216101 255.255.255.0 -4 ]
1GMP/MLD 2 Vian20 20 17216201 255.255.255.0 4 ]
o G
AP Manage

AP contig Manage

Portal Manage

Vian Manage

L2TP Configuration
Internetlog Manage
Management >

2 Diagnose >

7.4.2 VLANIsolate

7.4.2.1 Enabling VLAN Isolation Function

Check the "VLAN Isolation" option and click "Submit" to enable the VLAN isolation function.



Model: RHE001GR Log out

& Status > APP > Vlan Manage

@ Net ? Vlan Manage

® Security >

Vian Enable:

8 APP N Vianlsolate:
DDNS
Advanced NAT # VLAN Name VLANID IP Address Subnet Mask Edit Delete
UBNE 1 Vian10 10 17216101 255.255.255.0 Ir4 o
IGMP/MLD 2 Vian20 20 17216201 255.255.255.0 2 ]
B &0
AP Manage

Cancel

AP Config Manage

Portal Manage

Vian Manage

L2TP Configuration
InternetLog Manage
Management >

. Diagnose >
After enabling VLAN isolation, users in VLAN10 and VLAN20 will be unable to access each other. By
default, users in VLAN10 and VLAN20 can communicate with each other.



8. AVASA

Open a web browser and type "https://avasa.net/login" in the address bar, then press Enter.

~
AVASA

5 AVASA APP Download

Account Login

Phone Login

Register Forgot password?

V271 en

Log in using the AVASA account and password. Enter the correct password, and the browser will enter the

main management page of the AVASA.


https://avasa.net/login%E2%80%9D

[~ () Home [ Projects A AT Algorithm {1 Accounts [IRLTECH () Al 2 adming:
AVASA

Device ¢ Alarm o 17s7 Al>
Port Connected 267 (15%)
Port Disconnected 300 (17%)

@1} 8 Device Online 760 (42%)
25.00% > Device Offline 450 (25%)
- - — e @ System Upgrade 0 (0%)
16.7% =
& Import config 0 (0%)
FTTR ONU 8 Add Device 20 (1%)
4 4 ® SSID Config 0 (0%)

® Register Failed 0 (0%)
Missing Hard Drive 0 (0%)
Hard Drive Full 0 (0%)

Project a1 88 = + Account a1 Al
RHB804G-BF

1 5 5

ONU 4 Super Admin Admin Operator

8.1 Adding Managed Devices

The device needs a route that can access the internet normally.

Step1:Open the browser, enter https://www.avasa.net in the web browser and then enter the Avasa login

page.


https://www.avasa.net/

& C & avasanet/login ® % O & ( Update :
& ~

AVASA

9% AVASA APP Download

Account Login

[}

=

@ et
Phone Login
Register Forgot password?

If it is your first time to register, please do so. If you have already registered, directly enter your account
number and password to login.
Step 2: Click on "Projects" then click "Device Management" under general options on the left to enter the

device management page.



() Home [E Projects A1 Al Algorithm {1 Accounts RLTECH () Alo@ 2 admin@20240513447 v
AVASA

LI Al FTTR  ONU AP
[ RH804G-BF
- status ] [sn g l

SN Name Model P MAC Address. Status Software Version Group Action
E Device Management
RHB41GWV-
RL2024072300013 RHB41GUWV-AX3BF 192.168.11.93 449530640020 Offline vi01 Default/Default Grouping @
3 Topology
2024031900019 RHBO001GR RHB001GR 192.168.11.198 449530126170 Onine vo.0.18 Default Default Grouping D4
RHB41GWV-
RL202308080074 e RHBAGUWNV-AX3BF 192.168.11.47 4495.3b11.0560  © Offline V102 Default/Default Grouping @
@ Portal Page
2024031900005 RHBOD1GR RHB0D1GR 192.168.11.250 4495.3012.6090 ne V0.0.18 Default/Default Grouping 2@

© Auth Config
Total 4

(@) Portal config

@ Intemet log

& Algo Management

Step 3: Click "+ Add Device" and select the type of device you wish to add as illustrated in the figure below.

() Home [E Projects A Al Algorithm ] Accounts RLTECH 0 Al 2 aom 40513447 w
AVASA
RLTECH 2
All FTTR ONU AP + Add Device
[ RH804G-BF
+ Add OLT
= Saus l [sn + Add FTTR
SN Name Model P MAC Address Status Software Version Group + Add Al Box
E Device Management
RHB41GWV- + Add Router
RL2024072300013 oo RHB41GWV-AX38F 192.168.11.93 449530040020 © Offine V101 Default/Default Grouping
Topology + Add NAS
2024031900019 RHBO001GR RHB001GR 192.168.11.198 443530126170 @ Oniine V0.0.18 Default/Default Grouping o
RHB41GWV- 4
RL202308080071 Wi RH841GWY-AX38F 192.168.11.47 4495.3011.0660  © Offine V102 Default/Default Grouping @
@ Portal Page
2024031900005 RHBOD1GR RHB001GR 192.168.11.250 449530126090 e Oniine V0.0.18 Default/Default Grouping 2@

@ Auth Config
Total 4

@) Portal config

@ Intemet log

& Algo Management

Step 4: Enter the correct device serial number and login password,the serial number and login password can
be found on the label of the device's outer shell.



Add FTTR

Select Group

RHB04G-BF / Default / Default Grouping

Device Info

Input SN Batch Add

@ Please enter the device's local logi which is used to

conflict when adding a device, in order to avoid connecting to the cloud failures.

ensure that the IPs of each devs

login password

Cancel

Step 5: Click "Add" to complete the addition process.

Add FTTR

Select Group  RH804G-BF / Default / Default Grouping
Device Info

Input SN Batch Add

“SN: | 2024031900005

(@ Please enter the device's local

e which is used to
conflict when adding a device, in order to avoid connecting to the cloud failures.

ensure that the IPs of each dev

* Device login password: | -

Cancel

A successful addition will show the following prompt.



Add Success

8.2 Deleting Added Managed Devices

Step 1: Check the box next to the device you want to delete as illustrated in the figure below.

() Home
AVASA

BEIECH Al FTTR

[ RH804G-BF

E Device Management
RL2024072300013

3 Topology
2024031900019

RL202208080071
@ Portal Page

© Auth Config

@ Portal config

@ Intemetlog

% Algo Management

[E Projects

Name

RHS41GWV-
AX3BF

RHS001GR

RH341GWV-
AX3BF

RHS001GR

[ Al Algorithm

Model

RH841GWV-AX3BF

RH8001GR

RH841GWV-AX3BF

RHS8001GR

{1 Accounts

192.166.11.93

192.168.11.198

192.168.11.47

192.168.11.250

MAC Address

4495.30b4.bb20

449530126170

4495.3011.0660

4495.3p12.6090

RLTECH

0 AtarciED

0240513447 v

+ Add Device

status ] [ SN ]
Status Software Version Group Action
* Offine V101 DefaultiDefault Grouping 7]
eC V0.0.18 Default/Default Grouping =] @
 Offine v1.02 Default/Default Grouping 7]
V0.0.18 Default/Default Grouping ANP]

Total 4 10/page



Step 2: Click the delete device button.

() Home [ Projects ) AlAlgorithm £l Accounts EIRUECH O Alam@ED 2 admin@20240513447 %
AvASA

BrEC] Al FTTR  ONU AP

B RH804G-BF
= Delete device
= Status ] [ SN a ]
B sN Name Model P MAC Address Status Software Version Group Action
] Device Management
RHB841GWY- N
RL2024072300018 RHB41GWV-AX3BF 192.168.11.93 4495.30b4bb20  © Offine V101 DefaultiDefault Grouping 7]
2 Topology
2024031900019 RHB0D1GR RHB0D1GR 192.168.11.198 449530126170 e Online V0.0.18 DefaultiDefault Grouping L@
RH841GWV- =
RL202308080071 iy RHB41GWV-AX3IBF 192.166.11.47 449530110660 ® Offine v1.02 DefaultiDefault Grouping > @
® Portal Page
] 2024031900005 RHB001GR RHB001GR 192.168.11.250 4495.3b12 6090 ® Online V0.0.18 Default/Default Grouping % @

@ Auth Config
Total 4 10/page 1
[ Portal config

@ Internet log

A Algo Management

Step 3: In the pop-up dialog, enter the correct AVASA login password and click "Confirm" to complete the

deletion.

Warning

Are you sure to delete these devices?
A After deletion, the device will be unbound and
removed from the device list.

To confirm, enter login password

]

Cancel




9. Frequently Asked Question

1)  Why Can't I Connect to WLAN?
Answer:
1. Confirm that the WLAN switch is turned on.
2. Check if the wireless network card settings are correct, and verify that the network name,
encryption method, and key match those of the terminal device.
2)  Why Does My Computer Establish a Wireless Connection with the Terminal But Has Weak or Unstable
Signal?
Answer:
1. There may be strong magnetic fields or radio waves interfering with the wireless network near
your location. Try to keep the terminal and computer away from appliances with strong magnetic or
electric fields.
2. Obstructions like concrete walls or wooden boards can affect wireless signal transmission. It's
recommended to choose an open area during installation so that there are no obstructions between the
computer and the device.
3. Your computer might be too far from the terminal device; try moving your computer closer to the
terminal.
4.  Thunderstorms can impact the performance of wireless networks.
3)  Why Can My Computer Detect the Wireless Network but Cannot Access the Internet When Using
Wireless?
Answer:
1. If the computer cannot establish a wireless connection with the terminal, check whether the
wireless network card has the correct SSID or key settings.
2. If a wireless connection can be established but internet access fails, ensure that dial-up was
successful.
4)  What Should I Do If None of the Terminal's Indicator Lights Are On?
Answer:

1. Check if the power cord for the terminal is properly connected.



2. Ensure the power switch on the terminal is turned on.
3. Verify that the power adapter matches the terminal.
4.  Confirm that the mains voltage meets the input requirements of the terminal's power adapter.

5)  The LAN Light Is Not On, What Should I Do?

Answer:
1. Check if the type of Ethernet cable between the terminal and the computer is correct.
2. Ensure the Ethernet cable connecting the terminal to the computer is securely connected and
undamaged.
3. Verify that the network card indicator light on the computer is lit.
4.  Confirm that the network card is functioning normally by checking in Windows Device Manager
under "Network adapters" for any "?" or "!" symbols.

6)  Unable to Access the Internet, What Should I Do?

Answer: For example, in bridge mode:
1. Try using the "ping" command to test the network connection between the computer and the
terminal. The default I[P address for the terminal is "192.168.2.1."
2. Confirm that you have entered the correct username and password.
3. Ensure that the PPP dial-up software is correctly installed and configured.
4. If dial-up succeeds but internet access still fails, check if the browser's proxy server settings are
correct; it should be set to not use a proxy server.
5. Try accessing multiple websites to confirm that the issue isn't due to a specific website server
failure.
6. Attempt to disconnect the dial-up connection, wait five minutes, and then reconnect.

7)  ADSL Frequently Disconnects, What Should I Do?

Answer:
1. Check if the cable line is making good contact with the terminal.

2. Ensure the terminal is kept away from appliances that generate strong magnetic or electric fields.



10. Factory Default Settings

Parameter Item

Default Settings

LAN Interface IP Address

Please check the printed label on the bottom of the casing

LAN Interface Subnet Mask

Please check the printed label on the bottom of the casing

DHCEP Server Functionality

Enable

Username for Web Configuration Page Login

Please check the printed label on the bottom of the casing

Password for Web Configuration Page Login

Please check the printed label on the bottom of the casing

Wireless Network Name (WLAN SSID)

Please check the printed label on the bottom of the casing

Wireless Network Access Password (PSK Key)

Please check the printed label on the bottom of the casing




11. Declaration of Toxic and Hazardous
Substances in Electronic Information

Products

Toxic and Hazardous Substances or Elements

Hexavalent | Polybrominat | Polybrominated
Part Name Lead Mercury | Cadmium
Chromium ed Biphenyls | Diphenyl Ethers
(Pb) (Hg) (Cd
(Cr(VI) (PBB) (PBDE)
Structural
O O O O O O
Component
Single
Board/Circuit X O O O O O
Module
Signal Line O O O O O O
Cable Connector O O O O @) O
Power Adapter X O O O O O
Ancillary
O O O O O O
Equipment

O: Indicates that the concentration of the hazardous substance in all homogeneous materials of this

component is below the limit requirement specified in SJ/T 11363-2006 "Requirements for Concentration Limits

for Certain Hazardous Substances in Electronic Information Products".

X : Indicates that the concentration of the hazardous substance in at least one homogeneous material of this

component exceeds the limit requirement specified in SJ/T 11363-2006.

Notes:

1. Single Board/Circuit Module:

B Ceramic cores of resistors/capacitors on the board contain lead.



Copper alloys in components contain lead.
High-temperature solder used for transistor chip bonding is lead-based.
Lead in resistor layers and protective glass layers is exempt.

Leads and solder of ICs, power components, etc., on the board contain lead.

2. Power Adapter: Internal components contain lead.



12. Warranty Card

Warranty Card

Dear customer, thank you for choosing our company's products. To ensure we can provide you with the best

service, please read, complete, and keep this warranty card.

User Name

User Address/ZIP
Code

Contact Number

Product Model

Product Serial

Number

Purchase Date

Invoice Number

Sales Unit Name

Sales Unit Address

Phone

User to preserve. Non-replaceable if lost.

Sales Unit: (Seal)



13. Warranty Statement

Warranty Statement

Products purchased through legitimate channels enjoy a one-year warranty for non-human-induced
malfunctions from the date of purchase.

To protect your legitimate rights and interests, please note the following:

(1) The warranty card must be stamped by the sales department to become valid. The warranty card must be
stamped by the sales unit to become valid.

(2) The warranty card shall be properly kept by the user. It will not be reissued if lost, and any alterations will
nullify it.

(3) For non-human-induced malfunctions occurring within the warranty period, the user can go to the
designated service center for free repair with the warranty card and purchase invoice on which the product serial
number is.

What is Not Covered:

(1) Malfunctions or damages caused during transportation or loading/unloading..

(2) Failures caused by unauthorized disassembly, modification, or other human factors.

(3) Failures to keep the product under a hospitable environment as required in the manual.

(4) Damages caused by force majeure (e.g., fire, earthquake, lightning strike).

(5) Failures to use and maintain the product as required in the manual.

(6) Damaged device casing, power supply, etc., caused during daily use.

(7) Inconsistent product serial numbers on the warranty card or tampered warranty card.

(8) Blurred or removed product label, SN barcode, or anti-tamper sea.

For malfunctions and other conditions that don’t apply to free warranty, users should pay for repair services.

The company reserves the final right to interpret these warranty terms
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